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Abstract— The 11oT makes it possible to implement Industry
4.0 applications to require industrial control systems to be more
automated, efficient, and monitored in real-time. In spite of
these benefits, IloT infrastructures face high cybersecurity risks
that jeopardize their availability, confidentiality, and integrity
because of the extensive connections. This work introduces a
machine learning-based system of cyber risk assessment to
identify imminent threats in the IIoT environment in an active
manner. A thorough evaluation is conducted of supervised
models such as Multi-Layer Perceptron, XGBoost, LightGBM,
RF, LR, KNN, DT, SVM, FSVM, FXGBoost, and ensemble
voting classifiers. As per the experimental findings, the
ensemble voting-based model has a high-accuracy of 99.3 and
F1-score of 0.993 as compared to the individual learners.
Explainable AI methods, both LIME and SHAP, are used
together to enhance transparency by examining the influence of
features on predictions. The trained model is constructed as a
Flask-based web framework to enable a practical deployment of
the model, where the risk can be evaluated in real-time, and the
user can interact with it. To enable quick mitigation decision
making, the system categorizes I1oT cyber risk into the outputs
of Very Low, Low, Medium, High, and Very High. Overall, the
proposed approach demonstrates a stable, understandable, and
scalable approach that can effectively build IloT cybersecurity
resilience.

“Keywords— Industrial Internet of Things, cybersecurity,
cyber threats, risk assessment, machine learning, federated
learning, cyber threat intelligence, STRIDE threat modeling”.

1. INTRODUCTION

The IoT explosive growth has drastically changed how
people engage in a variety of fields, such as supply chain
management,  healthcare,  transportation, industrial
automation, and smart environments [1]. IoT technologies are
transforming the operations by ensuring smooth connection,
real-time data exchange, and smart decision-making, and it is
estimated that by 2030, there will be 80 billion devices
connected. This evolution has brought about the Industrial
[IoT, a combination of cyber-physical systems, advanced
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analytics, and automated processes that facilitate Industry 4.0
in industrial settings [2]. The layered IloT architecture, a
sensing, network, application, and data/service activities,
enables scalable, interoperable and secure industrial
operations. This enhances efficiency and flexibility in
production and manufacturing situations [3].

Notwithstanding these developments, the quick growth of
IIoT ecosystems has also increased vulnerability to
cybersecurity vulnerabilities, putting organizational assets,
data integrity, and industrial processes at serious danger [4].
By exploiting the vulnerabilities of IIoT systems, including
insecure communication protocols, lax device security, slow
updates, and insufficient data protection mechanisms,
attackers can lead to operational outages, financial losses, and
safety hazards [5]. The necessity to improve the security
challenges associated with large-scale IIoT implementations
is explained by the increasing number of cyber attacks that
target the industrial settings [6]. Such challenges highlight a
major shortcoming of existing practices, which often do not
have comprehensive frameworks to systematically identify,
evaluate, and mitigate risks of the most interconnected IloT
systems [7].

These gaps require a thorough and proactive method of
cyber risk evaluation in terms of threat detection, vulnerability
analysis, and prioritization of mitigation [8]. By employing
standard scoring systems and publicly available libraries of
vulnerabilities, it will be possible to conduct a systematic
evaluation of potential security gaps and make informed
decisions to reduce exposure [9]. Scalable, privacy-preserving
analytical models further enhance the ability to track and deal
with emerging risks without compromising on important
operations information [10]. Along with the ability to maintain
operational continuity, reduce attack surfaces, and develop a
more significant prioritization of cyber risks, the proposed
method is centered around developing a safe, resilient, and
flexible IIoT environment.
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These programs are worthy as they can protect critical
industrial infrastructure against the evolving cyberthreats as
well as enable the complete benefits of IloT implementation.
Besides reducing financial losses, availability, confidentiality
and integrity of industrial operations will ensure safety, legal
skill, and trust in the interconnected technology. By
establishing robust operational controls and comprehensive
cyber risk evaluation, helping to promote sustainable
development, enhancing operational efficiency, and fostering
technological advancement in industries, industrial actors can
enhance the security posture of IIoT installations, contribute
to the sustainable expansion, and increase operational
efficiency [1]-[10].

II. RELATED WORK

Focusing on the increasing complexity and vulnerability
of interconnected systems, the recent literature has critically
analyzed cybersecurity risk assessment and mitigation in the
context of IoT and IIoT. Singla et al. [11] conducted a
multidimensional analysis of the NVD and highlighted the
usefulness of the database to track and prioritize the software
vulnerabilities in various applications. Although this piece of
work gives a lot of knowledge of vulnerability management,
it fails to address how it can be integrated with real time
industrial system and it is more about the analysis of
databases. Vo et al. [12] demonstrated the benefits of
decentralized learning in terms of data privacy as well as
significantly higher scalability through contrasting centralized
and asynchronous federated learning systems with predictive
analytics of clinical data. However, the ways to apply these
methods to industrial IoT contexts have much to be learned.
Kalinin et al. [13] suggested a paradigm of cybersecurity risk
assessment in the smart city infrastructures, identifying the
most likely attack vectors and prioritized risks. However, the
framework does not take into account the dynamic nature of
emerging I1oT threats.

Flores et al. [14] analyzed the risk assessment of smart
home IoT networks with Bayesian networks which provide a
probabilistic approach to quantify the risk of security threats.
This paradigm can hardly be generalized to large industrial
systems because it has been limited to extremely small-scale
situations though it may allow systematic thinking in the face
of uncertainty. Kieras et al. [15] proposed a tool to evaluate
the risk of supply chains in the IoT ecosystem RIoTS that
emphasizes the interdependence of devices and the
propagation of vulnerabilities. Although this work has a large
scale coverage area, it does not have adaptive features to
respond to threat dynamics on a real time basis. The
significance of systematic evaluation was underscored by the
thorough analysis of the cyber risk evaluation systems and
process of prioritizing risks of IoT gadgets by Kandasamy et
al. [16]. Nonetheless, instead of providing particular strategies
to alleviate operations within industry environments, the paper
mostly explores the existing frameworks.

George and Thampi [17] introduced combinatorial
methods to defend Industry 4.0 applications against attacks
based on vulnerabilities to offer a systematic method of
reducing attack surfaces. Nevertheless, this approach is not
sufficiently addressing the dynamic risks within IloT
networks, and it is based on unchanging environments. Arat
and Akleylek [18] were keen to highlight the significance of
active threat detection, focusing on detecting attack paths in
IloT-enabled cyber-physical systems. When it comes to
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combining risk assessment with adaptive mitigation
techniques, the study has limitations. Abbass et al. [19]
showed that automated detection methods were possible with
the help of deep learning to categorize loT security issues.
However, such problems as data privacy, scalability, and real-
time implementation in the industrial environment remain
unaddressed. Finally, George and Thampi [20] explored the
vulnerability-based risk assessment and mitigation of edge
IoT devices and proposed the means of securing dispersed
devices. The research fails to completely incorporate risk
prioritization within multi-layer IIoT architectures, although it
is effective in providing edge-level security.

III. MATERIALS AND METHODS

The suggested approach involves the development of a
program to identify abnormalities and vulnerabilities that may
happen in the future in the IIoT by learning about potential
vulnerabilities and issues based on historical and [21] real-
time IIoT network data, which is then used to develop an
automated cyber risk assessment platform. To identify threats
in a comprehensive manner, the model is a combination of
multiple supervised learning algorithms, including MLP,
XGBoost, LightGBM, RF, LR, KNN, DT, SVM, FSVM, and
FXGBoost. To enhance accuracy and robustness via Bagged
XGBoost, ensemble-based voting classifiers that locally
combine Bagged Random Forest and MLP, and MLP with
Bagged XGBoost are applied in a federated learning system
[22] in distributed analysis. The system contains elucidable Al
techniques, such as as LIME and SHAP, to provide
interpretable insights to aid educated security choices and
enhance cybersecurity resilience in industrial infrastructures.
It is implemented on Flask to make real-time predictions at
scale.

XAl - LIME & SHAP

Fig. 1. System Architecture

Fig. 1 illustrates a full machine learning pipeline that
predicts risks, starting with the capture of raw data up to the
final deployment process. The categorical data are encoded
as labels following pre-processing and visualization and the
data is split into training and testing. A range of algorithms,
such as ensemble methods such as Fed-Ensemble, are
evaluated using metrics such as accuracy and F1-score.
Finally, Flask is used to deploy the best model and explained
with XAI (LIME/SHAP).

A) Dataset Collection:

The dataset is 100,000 records of different devices,
sensors, and network parameters and was designed to
simulate IIoT situations. Each record contains the device
characteristics, security settings, the metrics of vulnerability,
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and the potential risk indicators. Exploitability, device risk
factor and effect are used to create risk ratings which are then
divided into risk levels. This large-scale data can provide a
viable basis to evaluate cybersecurity risks and develop
predictive risk assessment algorithms of industrial systems.

dovice model device type vlnerabilty score attack frequency patch status dats sensitivty network_exposre ancmaly score  suthentication strangth  encryption enabled  exploitabilty

]
1 WindSemor  Eukding
2

Fig. 2. Dataset
B) Pre-Processing:

The pre-processing pipeline will prepare the IIoT dataset
to machine learning by performing data collecting, cleaning,
encoding, exploratory analysis, feature scaling, and train-test
splitting, ensuring accurate and reliable prediction of cyber
risks.

i) Data preprocessing: Data preprocessing refers to
cleaning and pre-processing data, prior to being analyzed by
machine learning. To preserve data integrity, duplicate
entries and null values are found and eliminated. To encode
them to be suitable in model training, categorical data such as
device type, patch status, authentication strength, and
encryption status is numerically encoded with label encoding.
This kind of steps makes the data complete, uniform and error
free to further analysis.

ii) Exploratory Exploratory data analysis or EDA is
performed to comprehend distribution, relationships and
trends in the data. To identify feature interactions, one can
use techniques such as drawing correlation heatmaps,
visualizing the number of times a given feature appears in
counts, and visualizing risk values. To guide feature selection
and preprocessing decisions, EDA helps to discover potential
trends, imbalances, and correlations between features. It
offers crucial insights that guide IIoT cybersecurity model
creation, risk classification, and prediction techniques.

iii) Feature Scaling: In order to assure that the
contribution of each feature in learning is equal, feature
scaling normalizes numerical data. Constant variables such as
the vulnerability scores, frequency of attacks, network
exposure, exploitability and risk factor of a device are all
standardized. The scaling enhances the performance of
machine learning models, accelerates the convergence of the
gradient-based algorithms, and prevents the use of features
with larger magnitudes to dominate the model training. To
ensure consistency in preparing when making an inference
using new IloT data, the fitted scaler is saved.

C) Training and Testing:

Exploratory data analysis or EDA is applied in order to
objectively evaluate the work of models by splitting the data
into training and testing parts. All the risk levels are equally
represented in both groups; this is because it is stratified. The
risk prediction machine learning models are trained and
tested on the test data on their ability to generalize against the
training data. To achieve multi-class evaluation, label
binarization is employed in order to compute such metrics as
accuracy, precision, recall, F1-score, and ROC-AUC, which
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ensures a strong and reliable cybersecurity risk assessment.ed
to comprehend distribution, relationships and trends in the
data.

D) Algorithms

Multi-Layer Perceptron (MLP): detects threats and
anomalies, based on IloT network traffic and device logs as
well as sensor data [24]. It enables the ability to predict cyber
risks accurately and helps to integrate into real-time
monitoring so that to achieve proactive industrial
cybersecurity.

y=fWtf(wrt-- fWX +bY) + bE"V) + bb) (1)

XGBoost: estimates network activity trends, traffic
anomalies and device behaviour, providing the [25] fast and
accurate detection through iterative error correction,
reduction in false alarm and enable credible cyber risk
assessment in the large, real time IloT systems.

K
gi=o (Z fk(xi)> S €F @)
k=1

LightGBM: identifies variants and successfully analyzes
threats based on sensor, network, and device data. Scalable
and precise detection for real-time industrial monitoring is
made possible by its speed and memory optimization [26],
which detects intricate patterns in IloT datasets.

Random Forest: Reliable forecasts on high-dimensional
IIoT data events are based on the use of multiple decision
trees to analyze sensor values, traffic, and device activity.
[27] Provides proactive detection of threats and anomalies
and supports heterogeneous network inputs in industrial
networks.

c
Gini = 1— Z(Pz)2 3)
i=1

Logistic Regression: processes network and device data
to generate predictions of the probability of security breaches,
which are easy to interpret. [28] It complements current
machine learning approaches on IloT cybersecurity and can
be used to conduct preliminary risk analysis, indicating
feature associations with anomalies.

K-Nearest Neighbors (KNN): monitors the readings of
current devices and network activities against previous data
to detect abnormal activities. [29] It identifies potential
anomalies and improves more advanced models within real-
time monitoring, which seems to be effective with small to
medium IIoT networks.

Decision Tree: Arranges normal and abnormal behavior
by splitting IToT data by feature attributes to enable quick
vulnerability detection and proactive threat detection in
industrial settings by making interpretable and hierarchical
decisions [30].

Support Vector Machine (SVM): applies optimum
hyperplanes in distinguishing between typical and atypical
patterns of networks or devices. It provides definite, reliable
classification to distinguish safe operations and risky
situations of I1oT features spaces of high dimensions.
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Fuzzy Support Vector Machine (FSVM): V

FXGBoost: Evaluates sensor, network and device data,
using a combination of multiple boosted trees, which
improves detection robustness and accuracy in high-
dimensional or noisy IloT settings, enabling the predictive
control of anomalous sensor behaviour and novel
cyberthreats.

Extension Voting Classifier: improves the accuracy of
cyber risk detection in many IloT devices to support real-time
monitoring, reduces false alarms, and enhances detection
reliability through the use of soft voting to combine the
predictions of models like MLP and Bagged Random Forest.

Y = argmax, (Z I, = c)) (5

i=1

Federated Extension Voting Classifier: combines the
models that were created on dispersed nodes and preserves
privacy because it does not share raw data. allows
collaborative threat detection in decentralized IIoT networks,
ensuring the safety of risk assessment, high accuracy, and
resilience in industrial environments.

E) Integration of XAI and Flask Framework

To implement the risk assessment of industrial
cybersecurity, the Explainable Artificial Intelligence (XAI)
with Flask framework will provide an effective, clear, and
user-friendly interface. The XAl algorithms such as the
LIME and SHAP are used to interpret the machine learning
model predictions and provide data on risk classification,
anomaly detection and feature contributions. This
interpretability guarantees that the stakeholders in IloT
environments will have the ability to comprehend the
rationale behind any forecast, which will lead to greater trust,
responsibility, and responsible decision-making. XAI
facilitates active cybersecurity and enables detecting possible
threats and vulnerabilities in industrial equipment within the
shortest time possible by converting the results of complex
models into understandable explanations.

To deploy the system to monitor and analyze in real-time,
Flask is used as a web application framework that is
lightweight. Its seamless integration with underlying machine
learning models allows users to input IIoT device data, view
risk levels and obtain valuable insights. The combination of
XAI and Flask offers an end-to-end platform that ensures
safe, understandable, and responsive operations of industrial
cybersecurity and ensures that predictions are understandable
and transparent.

IV. EXPERIMENTAL RESULTS

Accuracy: Accuracy is the ability of a test to differentiate
accurately between healthy cases and patients. To determine
the accuracy of a test, the percentage of true positive and true
negative in each case analyzed must be determined. This is
mathematically given as:
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TP + TN 6
TP + FP + TN + FN ®)

Precision: Precision is a measure of the proportion of
samples or incidences that are correctly detected to be
positive. Thus, the precision can be calculated with the help
of the following formula:

Accuracy =

Precisi True Positive @)
recision =
True Positive + False Positive

Recall: Recall is a measure used in machine learning to
evaluate the ability of a model to identify all relevant
examples of a certain type. It provides the data on how well a
model can reflect the events of a particular type and is
determined as a ratio between the number of correct positive
instances, predicted by a model, and the number of the real
positives.

Recall L
¢ =Tp ¥ N ®

F1-Score: The F1 score is a machine learning evaluation
metric that is used to gauge the accuracy of a model. It
combines recall and precision scores of a model. The
accuracy measure is the count of times a model accurately
predicted the entire dataset.

Recall X Precision
F1 Score = 2 *

Recall + Precision *100 (%)

Table.1 Performance Evaluation Table

ML Model | Accuracy Fl1 Recall | Precisi FAR
Score on
MLP 0.984 0.984 0.984 0.985 0.005
XGBoost 0.983 0.983 0.983 0.983 0.003
LightGBM 0.983 0.983 0.983 0.983 0.037
RF 0.952 0.953 0.952 0.955 0.037
LR 0.893 0.893 0.893 0.893 0.014
KNN 0.748 0.750 0.748 0.754 0.033
Decision 0.940 0.940 0.940 0.940 0.017
Tree
SVM 0.769 0.785 0.769 0.815 0.017
FSVM 0.766 0.748 0.766 0.757 0.071
FXGBoost 0.982 0.982 0.982 0.982 0.071
Voting 0.993 0.993 0.993 0.993 0.005
Federated 0.985 0.985 0.985 0.985 0.004
Voting
To identify cybersecurity risks in IIoT, Voting

(BagRF+MLP) model demonstrates the most effective results
in Table 1, showing a higher degree of efficacy, robustness,
and efficiency.

Fig. 3. Comparison Graph
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Fig. 3 shows the performance of the ML model best
results were obtained with Voting (BagRF+MLP). The color
codes are purple (accuracy), blue (F1-score), orange (recall),
green (precision), and purple (training time).
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Fig. 4. Enter Input Data

An input interface that allows users to enter data from
IToT devices to automatically classify possible cybersecurity
risk levels is shown in Fig. 4.
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CIRA Assessment Result

Fig. 5. Predicted Results

The outcome of CIRA assessment is presented in Fig. 5,
where the model confidence is 86.6% and the risk level of the
IIoT device is of the category High.

Device Type

RH-632 Sensor W:

Vulnerability Score

Attack Frequency

3.833166283953535

Patch Status

outdated Wz

Data Sensitivity (1-5)
Network Exposure (0-1)
Anomaly Score (0-100)

Fig. 6. Enter Input Data

To obtain real-time assessment and the identification of
the corresponding risks in terms of cybersecurity, users will
be able to enter the information about IIoT devices into the
input interface displayed in Fig. 6.
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CIRA Assessment Result

Good Security Posture

Minor improvements recommended

Fig. 7. Predicted Results

The CIRA assessment outcome, demonstrating a low risk
rating of the IIoT device with a model confidence of 99.9 is
presented in Fig. 7.

V. CONCLUSION

The paper shows that ML-based cyber risk assessment
can significantly enhance the security posture of Industrial
Internet of Things infrastructures. Experimental results show
that ensemble learning is more robust and more reliable in
detection compared to individual models. Being 99.3%
accurate and with a F1 score of 0.993, the voting-based
ensemble classifier was very effective, which confirmed its
effectiveness to detect many cyber risk patterns. The
explainability of Al techniques, such as LIME and SHAP,
can improve transparency by revealing the contribution of
features and helping to make well-informed decisions by
analysts. The optimized model is built on a lightweight Flask
web framework, which can be used to implement an
interactive monitoring of the system and real-time risk
prediction. This interface classifies IIoT traffic into Very
Low, Low, Medium, High and Very High risk levels enabling
timely mitigation measures. The framework is suitable in
continuous monitoring of industries as it is very reliable and
able to control false alarms. The approach enables long-term
viability and scalability towards safe, data-driven decision
making in diverse industrial applications.

Future studies should improve machine learning risk
assessment's scalability and applicability for various IToT
environments. Adaptive learning and real-time threat
intelligence can be incorporated in zero-day detection. This
can be done by making robust hybrids with probabilistic and
deep learning architectures. Although multi-domain
interoperability, secure communication, and continuous
evaluation offers persistent resilience to dynamic industrial
cyber threats on a global scale, efficiency optimization is
beneficial to devices that have limited resources.
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