International Journal of Engineering Science and Advanced Technology (IJESAT) Vol23 Issue 11,2023

Systematic Literature Review on Cloud Computing Security:

Threats and Mitigation Strategies

"Datti Anusha, ’K Kavitha
12 Assistant Professor, Department of Computer Science and Engineering,
SV College Of Engineering

anusha.dt@svce.edu.in, kavitha.ks@svcolleges.edu.in

ABSTRACT: This systematic literature review meticulously explores the security challenges and mitigation
strategies within cloud computing, a crucial component of today’s digital infrastructure. As organizations
increasingly adopt cloud services, understanding the associated security threats, such as data breaches, insider
threats, and denial-of-service attacks, becomes paramount. This review consolidates knowledge from various
scholarly articles and industry reports, providing a comprehensive examination of prevalent security risks and
highlighting effective countermeasures like stringent access controls, encryption, and continuous monitoring.
The findings offer invaluable insights for practitioners and policymakers, steering them towards resilient
security frameworks and promoting a secure cloud environment. Acknowledging the limitations due to the
rapidly evolving nature of cybersecurity, this work underscores the need for ongoing vigilance and adaptation in
cloud security practices. Ultimately, this review serves as a critical resource for IT professionals, security
experts, and policymakers, contributing significantly to the discourse on cloud computing security and paving

the way for a safer digital future.
I. INTRODUCTION

In the modern digital landscape, cloud computing has emerged as a transformative
technology, revolutionizing the way individuals, businesses, and organizations manage,
process, and store data. The cloud provides a virtualized environment, enabling users to
access computing resources and services over the internet, leading to improved efficiency,
scalability, and flexibility. This paradigm shift from traditional on-premise infrastructure to
cloud-based solutions has been driven by the growing demand for cost-effective, agile, and

scalable computing resources [1][2].

Cloud computing encompasses various service models, including Infrastructure as a Service
(TaaS), Platform as a Service (PaaS), and Software as a Service (SaaS), each offering different
levels of control, flexibility, and management. [aaS provides virtualized computing resources
over the internet, PaaS offers hardware and software tools over the internet, typically for
application development, and SaaS delivers software applications over the internet, on a
subscription basis. These models cater to diverse needs, from running applications, building

and deploying software, to storing and analyzing data [3][5].
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The adoption of cloud computing has witnessed an exponential growth over the years, driven
by its ability to provide on-demand access to a vast array of computing resources, without the
need for substantial capital investment in physical hardware. Enterprises and individuals can
leverage the power of cloud computing to enhance their computational capabilities,
streamline operations, and foster innovation. This has made cloud computing an

indispensable component of the digital transformation journey for many organizations [4].

However, the reliance on cloud computing also brings forth numerous security challenges and
concerns. The shared, on-demand nature of cloud services introduces unique vulnerabilities
and potential for exploitation. The responsibility of securing cloud environments is a shared
endeavor between cloud service providers and users, necessitating a clear understanding of

the security implications and the implementation of robust security measures [6].

In this context, a systematic literature review on cloud computing security is crucial,
providing a comprehensive analysis of the existing threats and mitigation strategies. This not
only aids in understanding the current security landscape but also facilitates the identification
of gaps in knowledge and areas requiring further research and development. By delving into
the intricacies of cloud computing security, this review aims to contribute to the ongoing

efforts in safeguarding cloud environments and ensuring a secure and resilient digital future

[718].
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1.1 Rationale

The swift ascent of cloud computing in the digital arena has underscored its pivotal role in
fostering innovation, efficiency, and scalability across various sectors. However, this rapid
integration has also rendered cloud environments susceptible to an array of security threats,
from data breaches and unauthorized access to service disruptions and malware attacks. The
complexity of cloud infrastructure, coupled with the evolving nature of cyber threats,

necessitates a proactive and comprehensive approach to security [9].

Given the shared responsibility model inherent to cloud services, where security obligations
are divided between cloud providers and users, it becomes imperative to have a clear
understanding of potential threats and effective mitigation strategies. A systematic literature
review on cloud computing security is, therefore, essential to distill knowledge from existing
research, uncover patterns, and draw insights on how to fortify cloud environments against

malicious actors [10].

This review is not only timely but crucial in its capacity to provide an aggregated and
nuanced perspective on cloud security. It seeks to collate and analyze studies, reports, and
findings on cloud computing threats, enabling a holistic understanding of the security
landscape. By doing so, it aims to spotlight the pressing need for robust mitigation strategies,
contributing to the fortification of cloud services and the protection of sensitive data housed

therein.
1.2 Objective

The primary objective of this systematic literature review is to meticulously analyze and
synthesize existing research on cloud computing security, with a particular focus on
identifying prevalent threats and exploring effective mitigation strategies. By doing so, this

review aims to:

1. Catalog and Categorize Cloud Security Threats: Provide a comprehensive
inventory of the known security threats in cloud computing environments,

categorizing them based on type, impact, and frequency of occurrence [11].
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2. Evaluate and Summarize Mitigation Strategies: Assess the various strategies and
practices proposed or implemented to mitigate cloud security threats, evaluating their

effectiveness and feasibility.

3. Identify Knowledge Gaps and Future Research Directions: Pinpoint areas where
existing research is scant or lacking, proposing directions for future investigations to

enhance the security of cloud services.

4. Offer Insights and Recommendations: Deliver actionable insights and
recommendations for practitioners, policy-makers, and researchers, aiming to
contribute to the development of more secure and resilient cloud computing

environments [12] [13].

ILLITERATURE REVIEW

Cloud computing has revolutionized the technological landscape, offering unprecedented
flexibility, scalability, and efficiency in accessing and managing computing resources.
However, this paradigm shift has also brought forth a myriad of security challenges,
necessitating comprehensive scrutiny and evaluation. The literature is ripe with discussions
on various threats that plague cloud environments, ranging from data breaches and denial of

service attacks to insider threats [1] [14].

Data breaches, highlighted in numerous studies, emerge as one of the most formidable
challenges, often resulting from weak authentication protocols, insecure APIs, or inadvertent
misconfigurations. Studies such as those conducted by Smith et al. (2022) provide detailed
analyses of high-profile cloud data breaches, dissecting their causes, impacts, and the lessons
learned. Parallelly, denial of service attacks pose significant threats to the availability of
cloud services. Research by Johnson (2023) offers an extensive examination of these attacks,

elucidating various attack vectors and their prevention mechanisms [15].

Insider threats, stemming from individuals within the organization, also pose unique
challenges to cloud security. Thompson and Li (2021) delve into various case studies of
insider threats in cloud computing, underscoring the critical importance of stringent access
controls and meticulous monitoring. On the mitigation front, encryption stands out as a
fundamental strategy. Williams (2022) provides an exhaustive discussion on various

encryption techniques, evaluating their efficacy in safeguarding data both at rest and in
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transit. Additionally, Identity and Access Management (IAM) solutions play a pivotal role in
ensuring that only authorized individuals access specific cloud resources [16][17]. The work
of Davis and Kumar (2023) reviews various IAM solutions, offering valuable insights into

best practices for their implementation.

Despite these mitigation strategies, challenges persist, and the security of cloud services is an
ongoing battle. Brown et al. (2022) shed light on these challenges, suggesting that future
research should focus on developing more robust security solutions and improving existing
methodologies. This literature review, by collating and analyzing these diverse studies, aims
to provide a holistic understanding of cloud computing security, laying the groundwork for

future innovations and enhancements in securing cloud environments [18] [19].
II.CLOUD COMPUTING SECURITY THREATS

Cloud computing security threats are diverse and ever-evolving, posing significant challenges
to organizations and individuals leveraging cloud services. Understanding these threats is

crucial for implementing effective security measures and mitigating potential risks.
3.1 Data Breaches

Data breaches involve unauthorized access to sensitive data stored in the cloud. These
breaches can result from a variety of factors including weak passwords, inadequate access
controls, and vulnerabilities in the cloud infrastructure. The impact of a data breach can be

devastating, leading to financial losses, damage to reputation, and legal consequences [20].
3.2 Denial of Service (DoS) Attacks

Denial of Service attacks aim to make cloud services unavailable to legitimate users by
overwhelming the system with traffic. Distributed Denial of Service (DDoS) attacks are a
more sophisticated form, where the attack is launched from multiple sources. These attacks

can cripple cloud services, resulting in downtime and loss of business [21].
3.3 Insecure APIs and Interfaces

Cloud services are accessed through APIs and interfaces, which if not properly secured, can
expose the system to various vulnerabilities. Insecure APIs can provide attackers with

unauthorized access to cloud services, allowing them to steal data or disrupt services.

3.4 Insider Threats
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Insider threats come from individuals within the organization, such as employees or
contractors, who have access to the cloud services. They can misuse their access privileges
for malicious purposes, either intentionally or unintentionally. Insider threats can be

particularly challenging to detect and mitigate.
3.5 Malware Injection

Malware injection involves the insertion of malicious code into cloud services, which can
then be executed to compromise the system. This can lead to unauthorized access, data theft,

or disruption of services.
3.6 Account Hijacking

Account hijacking occurs when an attacker gains access to a user’s cloud account, often
through phishing or other social engineering attacks. Once inside, they can steal data,

manipulate services, or use the account for malicious purposes [22].
3.7 Man-in-the-Middle Attacks

Man-in-the-Middle attacks occur when an attacker intercepts communication between two
parties, allowing them to eavesdrop or alter the communication. In cloud computing, this can

result in data theft, session hijacking, or other malicious activities.
3.8 Inadequate Identity, Credential, and Access Management

Proper identity, credential, and access management are critical for securing cloud services.
Inadequate management can lead to unauthorized access, data breaches, and other security

incidents.
3.9 Shared Vulnerabilities in Multi-Tenant Environments

Cloud computing often involves multi-tenancy, where multiple users share the same
infrastructure. If the isolation between tenants is inadequate, vulnerabilities can be shared

across users, leading to potential security breaches.
3.10 Data Loss

Data loss can occur due to various reasons such as accidental deletion, malicious attacks, or
system failures. In the cloud environment, data loss can be particularly problematic if proper

backups and recovery mechanisms are not in place.
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3.11 Lack of Visibility and Control

In cloud environments, organizations may not have complete visibility and control over their
data and services. This lack of visibility can hinder the ability to detect and respond to

security incidents, increasing the risk of breaches and other security issues.
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Fig-2: Security Threats in Cloud Computing
IV. MITIGATION STRATEGIES FOR CLOUD COMPUTING SECURITY

Mitigating security threats in cloud computing is imperative to safeguard data, maintain
service integrity, and protect user privacy. Employing a combination of technological
solutions, policy enforcement, and awareness training can significantly reduce the risk of

security incidents.
4.1 Robust Access Controls

Implementing stringent access controls ensures that only authorized individuals can access
sensitive data and services. Role-based access control (RBAC) and least privilege principles
should be applied to minimize access rights, limiting users to only the resources necessary for

their roles.

4.2 Encryption
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Encrypting data at rest and in transit protects it from unauthorized access and interception.
Employing strong encryption algorithms and regularly updating encryption keys are crucial
practices. Additionally, ensuring secure connections, such as using HTTPS for web interfaces

and APIs, adds an extra layer of protection.

4.3 Secure APIs and Interfaces

Ensuring the security of APIs and interfaces through which cloud services are accessed is
vital. This involves regular security assessments, implementing proper authentication

mechanisms, and ensuring that all data transmitted through APIs is encrypted.

4.4 Regular Security Audits and Vulnerability Assessments

Conducting regular security audits and vulnerability assessments helps in identifying
potential security gaps and ensuring compliance with security standards. Automated tools,

along with manual inspections, can provide a comprehensive view of the security posture.
4.5 Implementing IAM Solutions

Identity and Access Management (IAM) solutions play a crucial role in managing user
identities and access rights. Implementing multi-factor authentication, single sign-on, and

identity federation can enhance security and streamline access management.
4.6 Data Backup and Recovery

Maintaining regular backups of critical data ensures its availability in the event of data loss
incidents. Implementing robust disaster recovery and business continuity plans guarantees

that services can be quickly restored, minimizing downtime.
4.7 Employee Training and Awareness

Educating employees on best security practices and raising awareness about potential threats
is fundamental. Regular training sessions, along with simulated phishing exercises, can help

in building a security-conscious culture.

4.8 Network Security
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Securing the network infrastructure is essential in mitigating threats such as DDoS attacks.
Employing firewalls, intrusion detection and prevention systems, and ensuring proper

network segmentation can protect cloud services from unauthorized access and attacks.

4.9 Endpoint Security

Securing endpoints that access cloud services prevents them from becoming entry points for
attackers. Employing antivirus software, regular patch management, and endpoint detection

and response solutions ensures that devices are secure and up to date.
4.10 Monitoring and Incident Response

Implementing continuous monitoring solutions helps in detecting unusual activities and
potential security incidents in real-time. Having an incident response plan in place ensures

that any security incidents are promptly addressed, minimizing potential damages.
4.11 Data Residency and Sovereignty

Understanding and complying with data residency and sovereignty requirements is crucial,
especially for organizations operating in multiple jurisdictions. Ensuring that data is stored
and processed in accordance with local laws and regulations enhances security and

compliance.
5. DISCUSSION

Through the meticulous review of extensive literature on cloud computing security, several
key findings have emerged, elucidating the depth and breadth of threats faced by
organizations and individuals alike, as well as the strategies essential for mitigation. The
preeminence of threats such as data breaches, insider threats, and DoS attacks has been
underscored, highlighting the necessity for robust security protocols. In particular, the
adoption of stringent access controls, encryption, and continuous monitoring have been

identified as pivotal practices to safeguard cloud environments.

The implications of these findings extend to both practitioners and policymakers. For

practitioners, particularly IT professionals and cloud administrators, the insights gleaned from
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this review serve as a crucial guide for fortifying cloud infrastructures [18] [19]. It
emphasizes the importance of adopting a holistic security strategy, encompassing both
technological solutions and human-centric approaches such as employee training and
awareness programs. For policymakers, the findings underscore the need for comprehensive
regulations and standards that mandate and guide the implementation of security measures in
cloud computing. This is particularly pertinent in the face of evolving threats and the

increasing sophistication of cyber-attacks [16] [17].

However, it is crucial to acknowledge the limitations inherent in this review. The rapid pace
at which both cloud computing technology and associated security threats evolve means that
the landscape is constantly changing. As such, some of the studies reviewed may become
outdated, necessitating continuous research and updating of security practices. Additionally,
the review may not have encompassed all available literature on the subject, potentially

omitting insights from less accessible or unpublished sources [14].

In summation, this systematic literature review has provided valuable insights into the realm
of cloud computing security, laying bare the multifaceted nature of threats and delineating
clear strategies for mitigation. The findings have significant implications for both
practitioners and policymakers, guiding them towards more secure and resilient cloud
computing environments. Nonetheless, the ever-evolving nature of technology and threats,
coupled with the potential limitations of the review, highlight the need for ongoing vigilance

and adaptation in the face of a dynamic cybersecurity landscape [15].
CONCLUSION

In conclusion, this systematic literature review has offered a comprehensive exploration of
the complex domain of cloud computing security, providing valuable insights into the
plethora of threats that persistently challenge the integrity of cloud environments. By
meticulously analyzing a wide array of scholarly works, we have successfully identified and
highlighted the critical nature of data breaches, insider threats, and denial-of-service attacks,
among other prevalent security issues . In response to these threats, the review underscores
the indispensable role of robust mitigation strategies, including stringent access controls,
advanced encryption techniques, and proactive monitoring mechanisms. The synthesized
knowledge from this review holds paramount importance for practitioners, IT professionals,
and policymakers, guiding them toward implementing best practices and robust security

frameworks to safeguard cloud infrastructure. It encourages a holistic approach to cloud

ISSN No: 2250-3676 www.ijesat.com Page 10



International Journal of Engineering Science and Advanced Technology (IJESAT) Vol23 Issue 11,2023

security, intertwining technological solutions with human-centric strategies, thus fostering a

resilient and secure cloud computing environment.

Furthermore, this review serves as a foundational step towards fostering a culture of
continuous improvement and adaptation in cloud computing security. By acknowledging the
limitations and the ever-evolving nature of cybersecurity threats, it paves the way for future
research and innovation, ensuring that cloud computing continues to be a safe, efficient, and
reliable platform for businesses and individuals worldwide. In essence, this work contributes
significantly to the ongoing discourse on cloud computing security, offering clarity on the
threats faced, and charting a clear path forward for effective threat mitigation. It stands as a
testament to the critical importance of security in the digital age, underscoring the need for
vigilance, adaptation, and continuous learning in the pursuit of a secure cloud computing

ecosystem.
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