International Journal of Engineering Science and Advanced Technology (IJESAT) Vol23 Issue 9,2023

BLOCKCHAIN FOR SECURE ERHs SHARING OF MOBILE CLOUD BASE E-HEALTH SYSTEM
K Rambabu, Cheboyina. Bhavya Sri

Assistant Professor(HOD) MCA&M. Teach, DEPT, Dantuluri Narayana Raju College, Bhimavaram, Andhra Pradesh
Email id:-kattaramababudnr@gmail.com
PG Student of MCA, Dantuluri Narayana Raju College, Bhimavaram, Andhra Pradesh

Email id:-bhavya43354@gmail.com

ABSTRACT

As the healthcare industry becomes increasingly digitalized, mobile cloud-based e-health systems are becoming more prevalent,
allowing for remote access to electronic health records (EHRs) from anywhere at any time. However, the sharing of EHRs
through these systems presents significant security concerns, including the risk of data breaches and unauthorized access.
Blockchain technology has emerged as a potential solution to these security concerns. Blockchain offers a decentralized and
immutable ledger, which ensures data integrity, confidentiality, and security. By incorporating blockchain into mobile cloud-
based e-health systems, EHRs can be shared securely between authorized parties, while maintaining patient privacy and
preventing unauthorized access. This Project explores the potential of blockchain technology for secure EHR sharing in mobile
cloud-based e-health systems. We examine the benefits of using blockchain, including its ability to provide a tamper-proof
record of EHR access and the decentralization of trust. We also explore the challenges of implementing blockchain in healthcare,
including regulatory barriers, technical limitations, and interoperability issues. The blockchain technology has the potential to
significantly improve the security of EHR sharing in mobile cloud-based e-health systems. However, further research and
development are necessary to overcome the challenges associated with its implementation and ensure its widespread adoption.

1. INTRODUCTION

1. Brief Information about the project:

Recently, there has been a growing interest in employing the blockchain technology to promote medical and e-
health services. Blockchain with its decentralized and trustworthy nature has demonstrated immense potentials in various e-
health sectors such as secure sharing of Electronic Health Records (EHRs) and data access management among multiple medical
entities. Therefore, the adoption of blockchain can provide promising solutions to facilitate healthcare delivery and thus
revolutionize the healthcare industry.

With the emergence of innovative technologies, including Mobile Cloud Computing (MCC) and Internet of
Medical Things (IoMT), the healthcare industry has witnessed significant changes in e-health operations. Patients now can
collect their personal health information at home based on mobile devices (such as smartphones and wearable sensors) and
share on cloud environments where healthcare providers can access instantly to analyze medical records and provide timely
medical supports. This smart e-health service allows healthcare providers remotely monitor patients and offer ambulatory care
at home, which not only facilitates healthcare delivery but also brings economic benefits to patients. Further, the availability of
complete EHRs on clouds also helps healthcare providers track patient health and offers proper medical services during
diagnosis and treatment processes.

Besides all these great advantages, however, the trend of EHRs storage on clouds also poses security
challenges which hinder the deployment of e-health applications on clouds. Among such security issues is secure EHRs sharing
between patients and healthcare providers on mobile cloud environments. Unauthorized entities may gain malicious access to
EHRs without consent of patients, which has detrimental impacts on data integrity, privacy and security of cloud e-health

systems. Moreover, patients may find it difficult to track and manage their health records shared among healthcare providers on
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clouds. It therefore is necessary to propose efficient access control solutions for mobile cloud EHRs sharing systems.

2. Motivation and contribution of Project:

Generally, EHRs mainly contain patient medical history, personal statistics (e.g. age and weight), laboratory test results and so
on. Hence, it is crucial to ensure the security and privacy of these data. In addition, hospitals in countries such as U.S. are subject
to exacting regulatory oversight. There are also a number of challenges in deploying and implementing healthcare systems in
practice. For example, centralized server models are vulnerable to the single-point attack limitations and malicious insider
attacks, as previously discussed. Users (e.g. patients) whose data is outsourced or stored in these EHR systems generally lose
control of their data, and have no way of knowing who is accessing their data and for what kind of purposes (i.e. violation of
personal privacy). Such information may also be at risk of being leaked by malicious insiders to another organization, for

example an insurance company may deny insurance coverage to the particular patient based on leaked medical history.

2. LITERATURE SURVEY AND RELATED WORK

Literature survey is the most important step in software development process. Before developing the tool it is necessary to determine
the time factor, economy and company strength. Once these things are satisfied, ten next steps are to determine which operating System

and Language can be used for developing the tool.

An energy-efficient transaction model for the blockchain-enabled Internet of Vehicles (IoV),”

The blockchain is a safe, reliable and innovative mechanism for managing numerous vehicles seeking connectivity. However, following
the principles of the blockchain, the number of transactions required to update ledgers pose serious issues for vehicles as these may
consume the maximum available energy. To resolve this, an efficient model is presented in this letter which is capable of handling the
energy demands of the blockchain enabled Internet of Vehicles (IoV) by optimally controlling the number of transactions through
distributed clustering. Numerical results suggest that the proposed approach is 40.16% better in terms of energy conservation and
82.06% better in terms of the number of transactions required to share the entire blockchain data compared with the traditional

blockchain.

“On scaling decentralized blockchains,”

The increasing popularity of blockchain-based cryptocurrencies has made scalability a primary and urgent concern. Analyze how
fundamental and circumstantial bottlenecks in Bitcoin limit the ability of its current peer-to-peer overlay network to support
substantially higher throughputs and lower latencies. Our results suggest that reparameterization of block size and intervals should be
viewed only as a first increment toward achieving next-generation, high-load blockchain protocols, and major advances will
additionally require a basic rethinking of technical approaches. offer a structured perspective on the design space for such approaches.
Within this perspective, enumerate and briefly discuss a number of recently proposed protocol ideas and offer several new ideas and

open challenges.

“A low storage room requirement framework for distributed ledger in blockchain,

Traditional centralized commerce on the Internet relies on trusted third parties to process electronic payments. It suffers from the
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weakness of the trust-based model. A pure decentralized mechanism called blockchain tackles the above problem and has become a hot
research area. However, since each node in a blockchain system needs to store all transactions of the other nodes, as time continues, the
storage room required to store the entire blockchain will be huge. Therefore, the current storage mechanism needs to be revised to cater
to the rapidly increasing need for storage. Network coded (NC) distributed storage (DS) can significantly reduce the required storage
room. This paper proposes a NC-DS framework to store the blockchain and proposes corresponding solutions to apply the NC-DS to

the blockchain systems. Analysis shows that the proposed scheme achieves significant improvement in saving storage room.

“Distributed storage meets secret sharing on the blockchain,

Blockchain systems establish a cryptographically secure data structure for storing data in the form of a hash chain. Use a novel
combination of distributed storage, private key encryption, and Shamirs secret sharing scheme to distribute transaction data, without
significant loss in data integrity. Additionally, using Shamirs secret sharing scheme on the hash values and dynamic zone allocation,
further enhance the integrity. In this Project highlight the tradeoff in storage cost and data loss probability with varying zone size
choices. Then, formulate code design, given a probability of data recovery and targeted corruption, as an integer program. Using the
coding scheme establish a mechanism to insure data, for instance in blockchain-based cloud storage systems, based on the value of the

data, by understanding the costs involved for the service provider.

“Efficient local secret sharing for distributed blockchain systems,

Blockchain systems store transaction data in the form of a distributed ledger where each peer is to maintain an identical copy.
Blockchain systems resemble repetition codes, incurring high storage cost. Recently, distributed storage blockchain (DSB) systems have
been proposed to improve storage efficiency by incorporating secret sharing, private key encryption, and information dispersal
algorithms. However, the DSB results in significant communication cost when peer failures occur due to denial of service attacks. In this
letter, a new DSB approach based on a local secret sharing (LSS) scheme with a hierarchical secret structure of one global secret and

several local secrets. The proposed DSB approach with LSS improves the storage and recovery communication costs.

3. EXISTING SYSTEM

Blockchain is a paradigm-shifting technology that has emerged over the past decade, which is based on peer-to-peer
communication technology, network theory, and cryptography. However, there are still some limitations in the existing
blockchain framework that prevents its widespread adoption in the commercial world. One important limitation is the storage
requirement, wherein each blockchain node has to store a copy of the distributed ledger. eus, as the number of transactions

increases, this storage requirement grows quadratically, eventually limiting the scalability of a blockchain system.

4. PROPOSED SYSTEM

In this, instead of saving entire transaction of blocks are saving only one block. To provide security to block author

converting that block in to SHAMIR share and then all SHAMIR share will be distributed between all available nodes.
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While reconstruction application will obtain all shares from nodes and then apply SHAMIR SECRET to recover original
block data. If any share missed or return incorrect value then reconstruction will be failed. SHAMIR secret will work based
on random polynomial and prime number while generating secret polynomial will be applied on block data and while

getting original value will perform reverse polynomial.

Advantages of Proposed System
. This can effectively work.

. Security is more.

Heathcare providers
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FIG1: SYSTEM ARCHITECTURE

5. METHODOLOGIES

The purpose is to exercise the different parts of the module code to detect coding errors. After this the modules are gradually
integrated into subsystems, which are then integrated themselves too eventually forming the entire system. During integration
of module integration testing is performed. The goal of this is to detect designing errors, while focusing the interconnection
between modules. After the system was put together, system testing is performed. Here the system is tested against the system
requirements to see if all requirements were met and the system performs as specified by the requirements. Finally accepting
testing is performed to demonstrate to the client for the operation of the system.
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For the testing to be successful, proper selection of the test case is essential. There are two different approaches for selecting test
case. The software or the module to be tested is treated as a black box, and the test cases are decided based on the specifications
of the system or module. For this reason, this form of testing is also called “black box testing”.

Thefocushereisontestingtheexternalbehaviorofthesystem.Instructuraltestingthe test cases are decided based on the logic of the
module to be tested. A common approach here is to achieve some type of coverage of the statements in the code. The two forms
of testing are complementary: one tests the external behavior, the other tests the internal structure.

Testing is an extremely critical and time-consuming activity. It requires proper planning of the overall testing process.
Frequently the testing process starts with the test plan. This plan identifies all testing related activities that must be performed
and specifies the schedule, allocates the resources, and specifies guidelines for testing. The test plan specifies conditions that
should be tested; different units to be tested, and the manner in which the module will be integrated together. Then for different
test unit, a test case specification document is produced, which lists all the different test cases, together with the expected
outputs, that will be used for testing. During the testing of the unit the specified test cases are executed and the actual results are
compared with the expected outputs. The final output of the testing phase is the testing report and the error report, or a set of
such reports. Each test report contains a set of test cases and the result of executing the code with the test cases. The error report
describes the errors encountered and the action taken to remove the error.

MODULES:

. EHR Manager

o Admin

. Smart Contract
J IPFS

. Data Uploading
o Data sharing
DESCSRIPTION:

EHR Manager:

This is an internal module responsible to manage all storage transaction and access control in Blockchain

Admin:
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Responsible to deploy module on Blockchain

Smart Contract:

Allow us to execute operations on Blockchain such as storing hash codes. This module allows user to interact with Blockchain.

IPFS:

Allow us to store patient data and then returned hash code will be stored in Blockchain

Data Uploading;

Patient can upload their data and will be stored at IPFS and Blockchain

Data sharing:

Doctors who have access to Blockchain can obtained hash code from it and then input that hash code to IPES to get patient

details

6. RESULTS AND DISCUSSION SCREEN SHOTS

Test Screens

&« C  ® 127.0.0.1:9999/index * Bae @0

Blockchain for Secure EHRs Sharing of Mobile Cloud Based E-Health Systems

Blockeham for Secure EHRs Sharing of Mobile Cloud Based E-Health Systems

H O Type here to search

Figl: Test screen for patient details to store on smart contract
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< C @ 127.00.1:9999/Patiants

@ et —

Blockehain for Secure EHRs Sharing of Mobile Cloud [

Home Medical Providers Login Patients

Patient Details

Patient Name  john |

Birth Date  18-May-2021 [ZPick a daemm——
Address
Phone No
Health Condition
[Submi|

H o Type here to search

Fig: .2 Test screen for patient will enter his details and then select birth date

@ Blackchain for Secure EHRs Shar X | +

< C @ 127.00.1:3999/PatientData

Blockehain for Secure EHRs Sharing of Mobile Cloud Based E-Health Systems

Home Medical Providers Login Patients

Patient Details Screen

Record stored in IPFS and in Blockchain with ID : 1
Hasheode = QmdTVFphXmTPCNEFk4d3wiRZt6rPidiKL4tZuDNCNeiARZ
Patient Name .
Birth Date [#Zpick a date
Address
Phone No
Health Condition
[Submit|

H Q Type here to search

Fig : 3 Test screen for patient record id
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@ Blockchainfor Secure EHRs Shar X | - 8 x

<« C @ 127.001:9999/Login % Ba @O0

Blockchain for Secure EHRs Sharing of Mobile Cloud Based E-Health Systems

Home  Medical ProvidersLogin  Patients

User Login Screen

p— (¢

Password [+ ]

H O Type here to search

Fig: 4 Test screen for login

@ Blockehsin for Secure ENRs Sha X | - - 8 x

€ 3 C @ 127.00.1:999%/AccessRecord: £-3 E] e e o0

Blockehain for Secure EHRs Sharing of Mobile Cloud Based E-Health Systems

Access Patient Records Logout

Access Patients Record Screen

Patient ID[2 7]
Gt Patient details

H Q) Type here to search

Fig: 5 Test screen for patient ID
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C @ 1270019 s F&G @ o

Blockehain for Secure EHRs Sharing of Mobile Cloud Based E-Health Systems

Patient Details Aevess Screen

Patient IDPatient Name[Birth Date|address| Phome |Discase De[all;‘
A buresh fes-Julo95jyd  [8887776661}tooth pain |

H O Type here to search

B C\Windows\system32\cmd. exe X

18:52
16-07-2021

O Type here to search

Screenshot for ‘start_eth’
DESCRPTION: To run project you need to double click on ‘start_eth.bat’ to start Ethereum tool and to get below screen

and after starting this you need to wait few minutes till u get scrolling messages.
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Bl Select C\Windows!system32\cmd.exe. x

: Some input files use or
Recompile with -Xlir

o 1854
O Type here to search ot BO ZD gpa &

Screenshot for ‘initialize_eth.bat’

DESCRPTION: Smart Contract Ready to store data

B CA\Windows\system32\cmd.exe - X

1856
O Type here to search A M o B

Screenshot for ‘Start_IPFS.bat’
DESCRPTION: IPFES server started and now double click on ‘run.bat’ file to run python FLASK server like below screen
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B C:\Windows\system32\cmd.exe x

: . 1857
O Type here to search 7 g A BO G opam B

Screenshot for ‘run.bat’ file’

DESCRPTION: python server started and now open browser and enter URL as ‘http://127.0.0.1:9999/index” and press enter

key to get below page
S Se EHRs S x + = =} x
&« C  ©® 127.004 -3 ’& c @ o

Blockehain for Secure EHRs Sharing of Mobile Cloud Based E-Health Systems

Blockehain for Seeure EHRs Sharing of Mobile Cloud Based E-Health Systems

s
H O Type here to search X - & ARV o W

Screenshot for Patients

DESCRPTION: In above screen click on ‘Patients” link to get below screen
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@ Blockehain for Secure EHRs Shar X + = x

< CG @ 127.00.1:9999/Patients * Be @0

Home Medical Providers Login

Patient Details {22222 25 &

Patient Name  |john
Birth Date
Address I
Phone No 1
Health Condition|

[Submit|

H O Type here to search

Screenshot for Patients Details

DESCRPTION: Patient will enter his details and then select birth date

@ Blockehain for Secure EHRs Sha X | - 8 x

<« C @ 127.00.1:9999/Patient * BHe @0

Blockehain for Secure EHRs Sharing of Mobile Cloud Based E-Health Systems

Home Medical Providers Login Patients

Patient Details Screen
Patient Name  john
Birth Date 18-May-1989 [#2Pick a date
Address fyd
Phone No 4443332221

Health Condition [burning sensation in back and knee poin
Submit

H O Type here to search

Screenshot for Patients Details Screen Submit

DESCRPTION: Entering patient data then click on ‘Submit’ button to get below output
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O Type here to search

Screenshot for Hash code returned by IPFS
DESCRPTION: HASHCODE returned by IPFS and Blockchain and after successful storage will get below output

@ Blockchain for Secure EHRs Shar X + = x

< C  ® 127.00.1:9%9 * Be &0

Blockehain for Secure EHRs Sharing of Mobile Cloud Based E-Health Systems

Home Medical Providers Login Patients

Patient Details Screen

Record stored in IPFS and in Blockchain with ID : 1
Hashcode = QmdTVFphXmTPCNEFkqd3wiRZt6rPidiKL4tZuDNCNc1ARZ
Patient Name
Birth Date |#-Pick a date
Address
Phone No
Health Condition

Submit]

1902
H QO Type here to search - o NBD D oy B

Screenshot for Hashcode
DESCRPTION: Patient record id is generated and hashcode also and now click on “Medical Providers Login” link to get

below screen
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@ Blockehain for Secure EHRs Shar X -+ - X

< C  ® 127.0.0.1:9999/Login o Eﬂ c &80

Blockchain for Secure EHRs Sharing of Mobile Cloud Based E-Health Systems

Home Medical Providers Login Patients

User Login Screen

Usernamelgamin |0

Password [+ |

H O Type here to search

Screenshot for User Logi

DESCRPTION: Medical providers can login by using username as ‘admin’ and password as ‘admin’ and then click on

“Login’ button to get below screen

@ Blockehain for Secure EHRs Shar X | & = a X

<« C @ 127.00.1:3999/UserLogin or ¥ FmG e o

Blockehain for Secure EHRs Sharing of Mobile Cloud Based E-Health Systems

Access Patient Records Logout

Blockehain for Secure EHRs Sharing of Mobile Cloud Based E-Health Systems

‘Welcome admin

H QO Type here to search

Screenshot for ‘Access Patient Records’

DESCRPTION: ‘Access Patient Records’ link to get below screen

ISSN No: 2250-3676 www.ijesat.com Page 99



International Journal of Engineering Science and Advanced Technology (IJESAT) Vol23 Issue 9,2023

& D C O 1270019999 AccessRecords

Blockchain for Secure EHRs Sharing of Mobile Cloud Based E-Health Systems

Access Patient Records Logout

Access Patients Record Screen

Patient ID[2 ¥ ]
(Get Patient details

H Q Type here to search

Screenshot for ‘Access Patient Records’

DESCRPTION: Patient ID and then click on ‘Get patient details’ button to get below screen

@ Blackehain for Secure EHRs Shar X - - o x

& C @ 127.001:9999/GetRecord * Be #0

Blockehain for Secure EHRs Sharing of Mobile Cloud Based E-Health Systems

Access Patient Records Logout

Patient Details Access Sereen

[Patient ID[Patient NaméBirth Date[sddress| Phone [Disease Details|
2 fpuresh |3-Jul-1g95jyd [/8887776661 oot pain |

ﬂ O Type here to search

Screenshot for patient details access screen

DESCRPTION: Get patient details on the screen

7. CONCLUSION AND FUTURE SCOPE

In this project proposes a EHRs sharing scheme enabled by mobile cloud computing and blockchain. To identify critical
challenges of current EHRs sharing systems and propose efficient solutions to address these issues through a real prototype
implementation. In this work, our focus is on designing a trustworthy access control mechanism based on a single smart contract

to manage user access for ensuring efficient and secure EHRs sharing. To investigate the performance of the proposed approach,
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deploy an Ethereum blockchain on the Amazon cloud, where medical entities can interact with the EHRs sharing system via a

developed mobile Android application. Integrate the peer-to-peer IPFS storage system with blockchain to achieve a

decentralized data storage and data sharing. The implementation results show that our framework can allow medical users to

share medical data over mobile cloud environments in a reliable and quick manner, in comparison to conventional schemes. In

particular, our access control can identify and prevent effectively unauthorized access to the e-health system, aiming for

achieving a desired level of patient privacy and network security. To provide security analysis and extensive evaluations on

various technical aspects of the proposed system, showing advantages of our proposal over existing solutions. Based on the

merits of our model, believe that our blockchain enabled solution is a step towards efficient management of e-health records on

mobile clouds, which is promising in many healthcare applications.
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