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Abstract – 

Artificial intelligence (AI) has been identified as a critical technology of Fourth 

Industrial Revolution (Industry 4.0) for protecting computer network systems against cyber-

attacks, malware, phishing, damage, or illicit access. AI has potential in strengthening the 

cyber capabilities and safety of nation states, local governments, and non-state entities 

through e-Governance. The project provides a mixed association between AI, e-Governance, 

and cyber security. This study investigates the direct relationship between AI, e-Governance, 

and cyber security. Furthermore, this study examines the mediating role of e-Governance 

between AI and cyber security and moderating effect of stakeholder’s involvement on the 

relationship between AI, e-Governance, and Cyber security. The results of PLS-SEM path 

modeling analysis revealed a partial mediating impact of e-Governance between AI and cyber 

security. Likewise, moderating influence of stakeholder’s involvement was discovered on the 

relationship between AI and e-Governance, as well as between e-Governance and cyber 

security. It implies that stakeholder’s involvement has vital significance in AI and e- 

Governance because all stakeholders have interest in vibrant, transparent, and secured 

cyberspace while using e-services. The project provides practical implications for 

governmental bodies of smart cities for strengthening cyber security measure. 

 

I. INTRODUCTION 

Cyber security has become a critical and vital topic that requires protecting the 

computer network from potential threats in today’s modern world. A cyber-attack is a 

deliberate attack targeting computer networks, relevant data, programs, and electronic 

information, resulting in sub-national entities inciting violence towards noncombatant 

opponents. As technology develops, so do cyber threats, necessitating the development of 

new prevention strategies. Cyber-attacks also have a significant psychological impact on 

humans, producing unhappiness, tension, and stress among people. Artificial intelligence (AI) 

applications can positively influence the cyber capabilities and national security of the 

sovereign nation, regional government entities, and non-state organizations. AI is a reliable 

technique for mitigating cyber-attack effects. AI is machine intelligence that executes 

activities connected with intelligence. Human professionals’ expertise is integrated for 

strategic planning and decision-making, including making medical diagnoses and getting 

insights from expertise in concluding. In terms of cyber security, Zarinaetal., have illustrated 

that AI has both beneficial and harmful effects, with the harmful effect of facilitating the 
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instigation phase of cyber attacks, resulting in quicker and more devastating attacks. Looking 

forward, AI has the potential to greatly improve cyber security by increasing security 

precautions and promoting security in cyberspace. 

A smart city provides multiple innovative solutions to several challenges that city 

administration faces. However, information and communication technology (ICT) has 

become a vital component of e-Government. Implementing ICT into a city’s infrastructure 

introduces hazards and obstructions. People frequently use insecure Wi-Fi networks to check 

their email messages, e-banking, and other digital services, uncovering themselves to 

cybercrimes including hacking, denials of service, and cracking. Cyber security applying 

technologies to protect e-Government services is among the most important distinctive 

features that can be utilized to categorize safe cities globally. 

 

II. EXISTING SYSTEM 

Smart city is a captivating concept characterized by its intelligent features. Its scope 

extends beyond improving the level of urban economic efficiency and the reduction of costs 

and resource consumption. Rather, it encompasses the integration of different components of 

the city through intelligent gadgets and the application of digital technologies or information 

and communication technology (ICT) to enhance service delivery. The transformation of 

conventional urban areas into smart cities has resulted in a higher living standard for citizens. 

 

Disadvantages of Existing System: 

i) The complexity of data: Most of the existing machine learning models must be able to 

accurately interpret large and complex datasets to detect Cyber security. 

ii) Data availability: Most machine learning models require large amounts of data to create 

accurate predictions. If data is unavailable insufficient quantities, then model accuracy may 

suffer. 

iii) Incorrect labeling: The existing machine learning models are only as accurate as the data 

trained using the input dataset. If the data has been incorrectly labeled, the model cannot 

make accurate predictions. 

 

III. PROPOSED SYSTEM 

The primary objective of the proposed system is to investigate the relationship 

between artificial intelligence and cyber security, performing e-Governance as a mediator and 

stakeholders’ involvement as a moderator. A longitudinal research method is conducted to 

investigate the hypothesis derived from this study and ascertain the findings. It comprises a 

study in to perceptions of the importance of AI in cyber security in smart cities. Proposed 

System framework for classifying cyber security level in smart city: 
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Advantages of Proposed System: 

i) Artificial intelligence applications in smart cities contribute to e-Governance positively. 

ii) E-Governance execution in smart cities affects cyber security positively. 

iii) E-Governance mediates between artificial intelligence and cyber security positively. 

 

IV. OUTPUTS 

Step1: Homepage for the Influence of Artificial Intelligence on E-Governance and Cyber 

security in Smart Cities. 

 
 

Step2: Registration Form 

http://www.ijesat.com/


International Journal of Engineering Science and Advanced Technology (IJESAT)                          

Vol 24 Issue 11, NOV, 2024 

ISSN No: 2250-3676   www.ijesat.com Page | 114  

 
 

Step3: View Single Profile Details 

 
 

Step4: Log into Service Provider 
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Step5: View All Remote Users Details 

 
 

Step6: Trained and Tested Results 

 
 

Step7: Trained and Tested Datasets Accuracy in Bar-Chart 
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Step8: Trained and Tested datasets Accuracy Results in Line-Chart 

 
 

Step9: Trained and Tested datasets Accuracy Results in Pie-Chart 

 
 

Step10: Prediction of Cyber Attack Type details 
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Step11: Prediction of Cyber Attacks type Ratio 

 
 

Step12: View Cyber Attack type Ratio Results in Line Chart 

 
 

Step13: View Cyber Attack type Ratio Results in Pie-Chart 
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CONCLUSION 

The integration of machine learning algorithms, including ANN, SVM, Logistic 

Regression, Decision Tree Classifier, and Gradient Boosting, presents a powerful approach to 

address the complexities of e-governance and cyber security in smart cities. Through their 

diverse capabilities, these algorithms offer valuable insights, predictive modeling, and 

decision support mechanisms to various stakeholders involved in urban governance and 

security. ANN offers exceptional flexibility and adaptability in processing large volumes of 

data, enabling accurate predictions and pattern recognition in e-governance and cyber 

security applications. 

SVM excels in classification tasks, particularly in scenarios with high-dimensional data and 

nonlinear decision boundaries. 

Logistic Regression provides a simple yet effective method for binary classification tasks, 

making it suitable for applications such as user authentication, access control, and fraud 

detection in smart city systems. 

Decision Tree Classifier offers transparency and interpretability in decision-making 

processes, making it valuable for policy formulation, regulatory compliance, and risk 

assessment in e-governance and cyber security. 

Gradient Boosting techniques, such as Gradient Boosted Trees, combine the strengths of 

decision trees with ensemble learning to improve predictive accuracy and generalization 

performance. 

In conclusion, leveraging a diverse range of machine learning algorithms empowers 

stakeholders in smart cities to harness the potential of artificial intelligence for e- governance 

and cyber security. By integrating these algorithms into decision-making processes, 

policymakers, government agencies, and cyber security professionals can enhance the 

efficiency, transparency, and resilience of urban systems, ultimately contributing to the 

development of safer, more responsive, and sustainable smart cities. 
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