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ABSTRACT: Rife acceptance of Cloud Computing has made it bull’s eye for the hackers. Intrusion
detection System (IDS) plays a vibrant role for it. Researchers have done marvelous works on the
development of a competence IDS. But there are many challenges still exists with IDS. One of the
biggest concerns is that the computational complexity and false alarms of the IDS escalates with the
increase in the number of features or attributes of the dataset. Hence, the concept of Feature Selection
(FS) contributes an all-important role for the buildout of an efficacious IDS. New FS algorithm is put
forward which is the modified Firefly Algorithm in which Decision Tree (DT) classifier is used as the
classification function. We have used the hybrid classifier which is the combination of neural network
and DT. We have used CSE CIC IDS 2018 dataset and simulated dataset for performance assessment.
Our examination pragmatic that the performance of proposed architecture is better than the state-of-the-
art algorithms.

I. INTRODUCTION

Cloud Computing (CC) acquires countless value today. It has on-demand and scalable services. It is
satisfying the demand of its users by reducing overall cost and complexities [1]. Diverse types of cloud
provide diverse services which fascinates sundry hackers. Intrusion Detection System (IDS) is very
imperative. Due to huge traffic generation, cloud computing is becoming an eye-catching target for the
attackers. The foremost security concern in this domain is to protect it from different network attacks.
IDS ranges from anti-virus software to the well-developed monitoring system. Large data produced by
the cloud is a biggest concern [2].

The intrusions concoct the system capricious for the network traffic due to its nonlinear
behavior. It is a proactive technology which monitors the malicious activities in the network and
provides a protective mechanism. There is urgent need of providing good techniques for detecting
attacks. It observes, collects and analyzes the network traffic, log files and actions of users for
discovering the malicious activities in the network. Figure 1 represents different IDSs. On the basis of
objective for the protection, there are two types of IDSs that are Host-Based IDS and Network-Based
IDS where former is monitoring specific hosts and latter is monitoring network for the detection of
malicious activities. On the basis of detection technique, there are two types of IDSs that are Anomaly-
based and Signature-based where former is for the detection of attacks which are unknown or known
and latter is used for known attack detection. IDS related to cloud can be applied to mobile e-health and
resource-limited devices. Data mining and Machine Learning (ML) are used by various researchers
[3]. Machine classifiers are usually used for binary classification into normal and attack packets [4].

Neural Networks (NNs) are widely used as they can perform very well on incomplete datasets
[5]. While each service model in CC has its own benefits, they also encounter particular obstacles. In
the case of Infrastructure as a Service (laaS), virtualization is essential for infrastructure provisioning
but has its limitations, and the value of laaS services may decrease over time. Platform as a Service face
challenges related to interoperability, host sensitivity, confidentiality, authorization, reliability, and
extensibility. On the other hand, Software as a Service deal with security concerns regarding
authorization, authentication, data protection, reliability, and network monitoring. Cloud companies
need to tackle these security challenges head-on. Feature Selection (FS) is a basic pre-processing step
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when the concept of Machine Learning (ML) comes. FS is important for an IDS as it enhances the
performance and accuracy and it diminishes the number of features of the dataset or the network record
[6], [7]. With the increase in the data accumulation in the databases and data warehouses, the
dimensionality problem is becoming a big expostulation for the ML chores [8].

For making an efficacious IDS, there is an exigency of identification of the noteworthy
features before the detection of attacks in the network. But the recognition of the significant features is
a complicated task because the features can be relevant, extraneous or excessive which hikes the
computation complexity for the detection of the attacks or intrusions [9], [10], [11]. Different techniques
are used by researchers for developing good attack finding system in by using neural networks.

FS is aiming at retaining the relevant features which are required for building a strong model.
For developing an IDS, it is vital to get rid of the irrelevant features so that the accuracy of the IDS
increases. The highlights of our contributions are as follows:

* Discerned the various FS techniques and IDSs linked with the CC.

* Proposed a novel FS algorithm by modifying the Firefly Algorithm.

* Proposed a novel architecture for the detection of various attacks affecting CC.

* Latest intrusion detection dataset CSE-CIC-IDS 2018 and simulated dataset are used for the
experiment and evaluation.

Il. LITERATURE REVIEW

Title: “Intrusion detection systems in cloud comput ing paradigm: Analysis and overview”
Author: P. Rana, I. Batra, A. Malik, A. L. Imoize, Y. Kim, S. K. Pani, N. Goyal, A. Kumar, and
S. Rho

Cloud computing paradigm is growing rapidly, and it allows users to get services via the Internet as
pay-per-use and it is convenient for developing, deploying, and accessing mobile applications.
Currently, security is a requisite concern owning to the open and distributed nature of the cloud. Copious
amounts of data are responsible for alluring hackers. Thus, developing efficacious IDS is an imperative
task. This article analyzed four intrusion detection systems for the detection of attacks. Two standard
benchmark datasets, namely, NSL-KDD and UNSW-NB15, were used for the simulations.
Additionally, this study highlights the proliferating challenges for the security of sensitive user data and
gives useful recommendations to address the identified issues. Finally, the projected results show that
the hybridization method with support vector machine classifier outperforms the existing techniques in
the case of the datasets investigated.

Title: “Enhanced mechanism to detect and mitigate economic denial of sustainability (EDoS)
attack in cloud computing environments”

Authors: P. S. Bawa et al.,

Cloud computing (CC) is the next revolution in the Information and Communication Technology arena.
CC is often provided as a service comparable to utility services such as electricity, water, and
telecommunications. Cloud service providers (CSP) offer tailored CC services which are delivered as
subscription-based services, in which customers pay based on the usage. Many organizations and
service providers have started shifting from traditional server-cluster infrastructure to cloud- based
infrastructure. Nevertheless, security is one of the main factors that inhibit the proliferation of cloud
computing. The threat of Distributed Denial of Service (DDoS) attack continues to wreak havoc in
these cloud infrastructures. In addition to DDoS attacks, a new form of attack known as Economic
Denial of Sustainability (EDoS) attack has emerged in recent years. DDoS attack in conventional
computing setup usually disrupts the service, which affects the client reputation, and results in financial
loss. In CC environment, service disruption is very rare due to the auto-scalability (Elasticity),
capability, and availability of service level agreements (SLA). However, auto scalability utilizes more
computing resources in event of a DDoS attack, exceeding the economic bounds for service delivery,
thereby triggering EDoS for the organization targeted. Although EDoS attacks are small at the moment,
it is expected to grow in the near future in tandem with the growth in cloud usage. There are few EDoS
detection and mitigation techniques available but they have weaknesses and are not efficient in
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mitigating EDoS. Hence, an enhanced EDoS mitigation mechanism (EDoS-EMM) has been proposed.
The aim of this mechanism is to provide a real-time detection and effective mitigation of EDoS attack.

Title: “A survey of mitigation techniques against economic denial of sustainability (EDoS) attack
on cloud computing architecture”

Authors: P. Singh, S. Manickam, and S. U. Rehman,

Cloud computing is the next revolution in the Information and Communication Technology arena. It is
a model in which computing is delivered as a commoditized service similar to electricity, water and
telecommunication. Cloud computing provides software, platform, infrastructure and other hybrid
models which are delivered as subscription-based services in which customers pay based on usage.
Nevertheless, security is one of the main factors that inhibit the proliferation of cloud computing.
Economic Denial of Sustainability (EDoS) is a new breed of security and economical threats to the
cloud computing. Unlike the traditional Distributed Denial of Service (DDoS) which brings down a
particular service by exhausting the resources of the server in traditional setup, EDoS takes advantage
of the elasticity of the cloud service. This causes the resources to dynamically scale to meet the demand
(as a result of EDoS attack) resulting in a hefty bill for the customer. In this survey, we review various
EDoS mitigation techniques that have been introduced in recent years.

Title: “A novel hybrid KPCA and SVM with GA model for intrusion detection”

Author: F.Kuang,W.Xu,andS.Zhang

A novel support vector machine (SVM) model combining kernel principal component analysis (KPCA)
with genetic algorithm (GA) is proposed for intrusion detection. In the proposed model, a multi-layer
SVM classifier is adopted to estimate whether the action is an attack, KPCA is used as a preprocessor
of SVM to reduce the dimension of feature vectors and shorten training time. In order to reduce the
noise caused by feature differences and improve the performance of SVM, an improved kernel function
(N-RBF) is proposed by embedding the mean value and the mean square difference values of feature
attributes in RBF kernel function. GA is employed to optimize the punishment factor C, kernel
parameters and the tube size ¢ of SVM. By comparison with other detection algorithms, the
experimental results show that the proposed model performs higher predictive accuracy, faster
convergence speed and better generalization.

Title: “Enhanced intrusion detection and prevention system on cloud environment using hybrid
classification and OTS generation”

Author : V.Balamurugan andR.Saravanan

Cloud environment is an assembly of resources for furnishing on-demand services to cloud customers.
Here access to cloud environment is via internet services in which data stored on cloud environment are
easier to both internal and external intruders. To detect intruders, various intrusion detection systems
and authentication systems was proposed in earlier researches which are primarily ineffective. Many
existing researchers were concentrated on machine learning approaches for detecting intrusions using
fuzzy clustering, artificial neural network, support vector machine, fuzzy with neural network and etc.,
which are not furnishing predominant results based on detection rate and false negative rates. Our
proposed system directed on intrusion detection system and it uses cloudlet controller, trust authority
and virtual machine management in cloud environment. We propose two novel algorithms such as
(i) packet scrutinization algorithm which examines the packets from the users and (ii) hybrid
classification model called “NK-RNN” which is a combination of normalized K-means clustering
algorithm with recurrent neural network. For preventing the user from intruders, we propose a one time
signature for cloud user in order to access the data on cloud environment. Our proposed classifier
effectively detects the intruders which are experimentally proved by comparing with existing
classification models. Thus our proposed results are expressed by packet loss ratio, average packet
delay, throughput, detection rate, false positive rate and false negative rate.

1. A. EXISTING SYSTEM

In [12], a model called Game Theory-based Cloud Security Deep Neural Network (GT-CSDNN) was
proposed. This model incorporates both defender and attacker techniques using game theory principles.
The main goal is to classify a network administrator to be aware of the nature of such traffic in order to
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effectively block and terminate any intrusive network connections. To achieve this, the Binary-Based
Particle Swarm Optimization (BPSO) technique was utilized to identify the most relevant network
features, while the Standard-Based Particle Swarm Optimization (SPSO) was used to fine-tune the
control parameters of the Support Vector Machine (SVM).

In [17], authors evaluated and presented a detector based on Radial Basis Function Neural Network
(RBF-NN) for detecting DDoS attacks. However, the resulting network structure can often be
insufficient or unnecessarily complex, requiring manual configuration through a trial-and-error
approach. This study proposes the use of the Bat Algorithm (BA) to automatically configure the RBF-
NN network structure. In [18], authors introduced a highly effective approach called the Dragonfly-
Improved Invasive Weed Optimizerbased Shepard CNN (DIIWO-based ShCNN) for detecting
intruders and mitigating attacks in the cloud paradigm. This approach also enables the detection of
intruders using ShCNN.

In another study [19], a powerful Intrusion Detection System (IDS) was proposed using the Sailfish
Dolphin Optimizer-based Deep RNN (SFDO-based Deep RNN) to identify anomalies in the cloud
framework. The SFDO algorithm combines the Sailfish Optimizer (SFO) with the Dolphin
Echolocation (DE) technique. The ChicWhale technique can be utilized forVirtual Machine (VM)
migration and cloud data management.

In [20] conducted a study on an IDS (Intrusion Detection System) using a Fisher Kernel-Based PCA
dimensional reduction technique and a Grey Wolf Optimizer (GWO)- based weight dropped Bi-LSTM
technique (FKPCA-GWO WDBILSTM). Firstly, they combined the data record with PCA to achieve
linearly separable dimensionality reduction by using the fisher kernel with fisher score as input.
Secondly, they employed the WDBILSTM network to retain long-term dependencies while eliminating
features from both forward and backward directions. In another study [21], a novel Deep Learning (DL)
approach incorporating CNNs Convolutional Networks and Recurrent Neural Networks was developed
for cloud security in IDS. With this DL technique, technigue, they were able to prevent some detected
but unauthorized traffic from accessing the server in the cloud.

DISADVANTAGES

» An existing system didn’t explore Implementation of Decentralized Identifiers.

» An existing system didn't implement Token-Based Access Control.

B. PROPOSED SYSTEM

FS is aiming at retaining the relevant features which are required for building a strong model. For
developing an IDS, it is vital to get rid of the irrelevant features so that the accuracy of the IDS increases.
The highlights of our contributions are as follows:

» Discerned the various FS techniques and IDSs linked with the CC.

* Proposed a novel FS algorithm by modifying the Firefly Algorithm.

* Proposed a novel architecture for the detection of various attacks affecting CC.

« Latest intrusion detection dataset CSE-CIC-IDS 2018 and simulated dataset are used for the
experiment and evaluation.

ADVANTAGES

1. FFA is used in modified form for

2.FS.

3. Latest attacks are detected by proposed work. Latest dataset is used for validation of dataset.

4. Simulated dataset is created for the checking the performance of the proposed work.

5. Hybridization is done in FS module and classification module for the development of an efficient
IDS.
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IV. PROPOSED SYSTEM ARCHITECTURE:
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V. IMPLEMENTATION

MODULES:

Cloud Server

In this module, the admin has to login by using valid user name and password. After login successful
he can do some operations such as View All Users and Authorize, View All Datasets, View All Datasets
By Feature Selection Cluster, View Intrusion Detection Type Results, View Protocol Type Results,
View Service Type Results, View Flag Type Results.

View and Authorize Users

In this module, the admin can view the list of users who all registered. In this, the admin can view the
user’s details such as, user name, email, address and admin authorize the users.

User

In this module, there are n numbers of users are present. User should register before doing any
operations. Once user registers, their details will be stored to the database. After registration successful,
he has to login by using authorized user name and password. Once Login is successful user will do
some operations like Register and Login, View Profile, Upload Datasets, Find Trust Type, Find
Datasets by From To Source Bytes, Find Datasets By From To Destination Bytes, Find Trust Type By
Hash code.
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VI. RESULTS
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VII. CONCLUSION

A unique approach for creating an intrusion detection system was presented in this study. The method
involves combining the hybrid firefly algorithm with the hybrid classifier. The recent CSE CIC IDS
2018 dataset and simulated dataset were used to assess the effectiveness of the proposed architecture.
Novel feature selection algorithm is proposed which is the combination of the firefly algorithm with the
decision tree. The proposed feature selection performs better than the PSO and GA. We have studied in
the literature review that FFA is performing better than PSO and GA. Also we observed this by
performing practically that results are better with the proposed feature selection algorithm. Hybrid
classifier is used which is the hybridization of neural network with the DT. The proposed architecture
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outperforms the other state-of the-art techniques for finding attacks in the cloud computing
environment.

The future directions related to proposed work is itemized below:

* Adaptive attack detection system is a good future scope in the field of security of clouds. Dynamic
conditions can be controlled by developing an adaptive detection system. Dynamic network condition
include change in the environmental configurations, computation resources and different locations
where attack detection systems are deployed. Dynamic conditions can be controlled by developing an
adaptive detection system.

* Another future direction can be developing an IDS which expands or contracts according to the virtual
machines of the cloud. Vulnerabilities can be detected by discovering an efficient detection system.
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