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Abstract: The evolution of the digital technologies has transformed banking and created easy-revealable risks in 

centralized systems such as cyber-attacks and data violations.  Blockchain technology that is not-harmful in typical 

sense of the term because of the decentralized and secure architecture is a malignant solution to these problems.  

In this research, we propose a new, non-token, blockchain architecture to ensure bank transactions.  Provides 

irreversible, and strengthening against decentralized architectural attacks, having certified transactions in a 

network of nodes.  To enhance transparency, auditor conducts compliance and confirms integrity, agent 

coordinates communication with external events.  The solution leads to efficiency by reduction of transactions 

and also minimizes operation hazards.  With the help of closing symbols, it minimizes such risks as instability and 

regulatory issues that enhance safety, speed and openness.  This method verifies a solid ground for modernizing 

economic systems, and ensures trust, scalability and compliance.  This innovative technology creates comfort, 

expert, and transparent banking systems and creates a new focus for financial transactions in the digital age. 

“Index Terms - Blockchain, Decentralized Banking, Non-tokenized System, Cybersecurity, Transaction 

Efficiency, Financial Transparency”.

1. INTRODUCTION 

Nowadays, digital technology is vital for the 

banking sector, which makes possible rapid and 

more efficient financial deals.  However, the entry of 

digital platforms has further thrown up disruptions 

to problems such as statistical fractures, fraud and 

attacks on centralized economic systems.  Key 

systems combine adequate components of the items 

with touch in the same place and lend them an 

attractive purpose for attack.  This difficulty 

underlines the urgent need of enhanced protection of 

bank transactions and user confidence.  

 Blockchain technique through decentralized 

architecture offers a developing technique to address 

weaknesses within centralized structures.  

Blockchain has traditionally been associated with 

cryptos and symbols and mining processes have 

been used for the transaction confirmation.  Yet, they 

provide token – based perfectly offer challenges, 

disabilities, such as hurdles for further growth data 

processing fees and scaling.  This assignment is 

aiming to remove the necessity for symbolism to 

utilize bold security characteristics of the blockchain 

to change bank transactions.  

 Blockchain operates according to the concept of 

distributed laser technology (DLT), and information 

is based in a network of nodes rather than on a sole 

centralised server.  Every single transaction is 

encrypted and recorded in a block and aggregates in 

a series.  The decentralized architectural data of 

blockchain decreases the threat of individual points, 

preserving integrity openness and security.  Besides, 

using cryptographic strategies like comfy hash 

algorithms e. g. SHA-256, blockchain guarantees 

that transactions are not altered, and 
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Importance of Blockchain Technology  

Blockchain technology has come up as a 

revolutionary force in various industries, this is as it 

is characterized with good size of each of the 

packages.  One notable advantage if decentralization 

since it means there would be no need for a central 

authority hence this minimizes failure in failure and 

enhances contributor’s control.  Openness is an 

important function, as all transactions are both open 

(in public or permitted account books) to the 

relevant parties and a sale of trust and accountability. 

Blockchain Technology for Banking Transactions  

Blockchain technology modifies the banking section 

through making transactions more efficient, secure 

and open.  This validates a decentralized 

construction in which all transactions are logged in 

a given book account, which minimizes the need for 

middlemen and minimizes the period of treatment.  

It now no longer does the most efficient operation 

but also greatly reduces transaction costs.  The 

strongest benefit of the Bank blockchain is its 

imposing security.  Blockchain uses cryptographic 

techniques to ensure irreversibility and data 

tampering, as a result of defensive sensitive 

monetary facts with cyber risks.  Transaction 

through blockchain is transparent which means any 

person could verify and mark them which was an 

opportunity that therefore increased confidence and 

duty.  Dismissal of debt, exchange financing and 

compliance verification are among the economic 

businesses that are automated by Smart contract and 

important elements in the Blockchain era.  Such 

contracts are preset conditions that are 

autonomously inserted that minimize errors and 

boost efficiency.  Apart from that blockchain enables 

effective passage bills that are quicker and fairer 

value as compared to the existing ones.  This 

capacity addresses running problems in the 

International Bank, including delay and over-

expenditure.  Prevention of fraud is an important 

application.  In addition, KYC is provided by 

Blockchain by broadcasting confirmed customer 

data in financial institutions, removes profits and 

enhances the user. 

2. RELATED WORK 

Popova and Butakova explored the use of tokenless 

blockchain technology to secure banking 

transactions.  Their research introduces a 

decentralized system that preserves the essential 

benefits of blockchain—immutability and 

transparency—whilst mitigating the hazards linked 

to cryptocurrency.  By using eschewing tokens, the 

system mitigates volatility and improves regulatory 

compliance.  The authors assert that this 

methodology can markedly enhance self-assurance 

and security in financial operations. 

 Zheng et al. presented a comprehensive analysis of 

blockchain technology, encompassing its 

architecture, consensus methods, and prospective 

development trajectories.  Their research gives a 

technical basis for comprehending the effective 

operation of decentralized systems.  Despite the fact 

that the take a look at isn't exclusively focused on 

banking, it gives insights into the variation of 

blockchain layout for at ease and green financial 

services.  This essential information is important for 

executing non-tokenized blockchain solutions in the 

banking industry. 

 Poonpakdee et al. proposed employing an epidemic 

algorithm to improve blockchain-based monetary 

services.  Their model enhances the rate and 

dependability of records distribution internal a 

decentralized network.  even as the examine does 

now not deal with token-much less structures, its 

technique for improving performance and scalability 

is relevant to such architectures.  It helps the 
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incorporation of smart algorithms inside blockchain 

frameworks for relaxed banking. 

 Nakamoto developed the blockchain concept via 

Bitcoin, a decentralized cryptocurrency.  This 

innovative studies established the foundation for 

peer-to-peer virtual networks that obviate the 

necessity for central authorities.  The ideas of 

decentralization, consensus, and protection supplied 

on this paper are critical for both token-primarily 

based and token-less blockchain systems.  Those 

essential attributes facilitate the advent of safe 

banking frameworks without tokens. 

 Méndez et al. done a literature evaluation on the 

present status of blockchain generation and its 

trends.  The examine emphasizes numerous 

applications throughout sectors, together with 

monetary, and suggests the opportunity for 

blockchain to function with or without tokens.  It 

emphasizes the blessings of transparency, 

immutability, and decentralization.  This take a look 

at substantiates the perception that non-tokenized 

blockchain systems can mitigate security and agree 

with problems in monetary offerings. 

 [6]  Yli-Huumo et al. carried out a systematic 

evaluation of blockchain research to discern 

significant traits and deficiencies.  They located that 

the general public of have a look at predominantly 

concentrated on cryptocurrencies, resulting in 

insufficient exploration of token-free applications.  

The research advocates for extra efforts in editing 

blockchain for relaxed, non-economic programs.  

Their findings advocate for the expansion of 

blockchain packages to domains such as secure, 

token-less banking. 

 [7] Siba and Prakash deliberated on blockchain as a 

swiftly advancing technology with significant 

ramifications for enterprise operations.  They tested 

its attributes, such as transparency, decentralization, 

and fraud resistance, which are vital for comfy 

banking packages.  The take a look at emphasizes 

the multifaceted programs of blockchain technology 

past currency.  Those results verify the feasibility of 

non-tokenized systems inside monetary 

infrastructures. 

 Ahram et al. delivered improvements in blockchain 

technology pertaining to management and 

engineering structures.  Their efforts prioritize cozy 

facts control, decentralized governance, and 

adherence to regulatory norms.  The advances 

underneath discussion carefully match with the 

objectives of contemporary banking systems, mainly 

those seeking to function without tokens.  This 

research advances the development of resilient and 

obvious financial solutions. 

3. MATERIALS AND METHODS 

In the banking system, the centralized database can 

be supplanted with a decentralized framework a 

good way to disseminate facts across the chain.  The 

banking records machine techniques and transmits 

client data, including account status and transaction 

history, that's maintained inside its infrastructure.  

Consequently, its miles vital to set up a method that 

ensures the integrity and originality of facts 

transmitted in the course of financial transactions.  

 In a banking system, transactions must be processed 

through a bank, which is why the proposed model 

omits the usage of miners or tokens.  Only the bank 

have the authority to feature a new block; no other 

entity within the system has this capability.  If 

individual A must switch funds to character B, the 

banking device will initially confirm, validate, and 

record the transaction before generating a new 

access in block [1].  The system employs the SHA-

256 set of rules.  SHA denotes cozy Hashing 

algorithm, and 256 suggests the numerical fee of the 

fixed length section.  This shows that the target is a 
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256-bit number, and as noted, Bitcoin has a 65-

person hexadecimal hash.  

 Hashes discover, examine, or execute computations 

on files and strings of statistics.  When trying to 

append to a blockchain, the software must identify 

the target hash for it to get recognition as a new 

block.  Validation is carried out via pc nodes linked 

in the blockchain.  It juxtaposes the previously saved 

hash cost inside the system with the brand new hash 

fee of a block.  It generates a hash fee for the 

statistics in the block.  The length and size of the 

hash price remain consistent across all data types.  

 Inside the system where two people intend to 

behavior an economic alternate, every owning a 

public and a private key, and blockchain permits 

person A to appoint their personal key to associate 

transaction records with the public key of individual 

B.  This facts collectively forms a section of a block, 

which includes a digital signature, a timestamp, and 

different pertinent data regarding the transaction, 

except the identities of the people concerned in that 

transaction.  The block is eventually disbursed 

throughout the blockchain community to all nodes 

or different segments of the system, as a way to then 

function as validators for the economic transaction.  

The transmission of data and the validation of blocks 

necessitate full-size computational capacity.  This 

process is finished by using miners within the 

system who validate the block and sooner or later 

incorporate it into the blockchain. all through the 

blockchain approval length, a system that 

relinquishes a part of its processing energy to help 

the network gets rewarded. 

i) System architecture 

”Fig.1 Proposed Architecture” 

This architectural diagram illustrates a multi-user 

system designed for secure financial transactions, 

encompassing users, agents, bank administrators, 

and Auditors.  Users may register, access their 

profiles, request bank accounts, and deposit 

finances, which might be sooner or later forwarded 

to an auditor for verification.  Retailers streamline 

the manner through enrolling with financial services 

and transmitting money transfer requests from the 

consumer to the bank.  Bank administrators oversee 

the process by granting authorization to users and 

retailers, reviewing account facts, and monitoring 

transactions, including the detection of fraudulent 

activities thru blockchain technology.  Auditors 

supervise financial requests, pick out fraud, and look 

at transaction patterns.  The system encompasses 

human behavior analysis for transaction monitoring 

and auditing to guarantee the precision and security 

of financial transfers. awl 

ii) Modules: 

1. User Module: 
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The user module facilitates individual interaction 

with the blockchain-based banking machine.  A user 

registers with the designated bank and accesses their 

account the usage of a secure username and 

password.  Upon authentication, customers might 

also request a new bank account by providing 

personal and identifying statistics.  They could 

access their bank account details, deposit finances, 

and execute cash transfers to other money owed.  

Users may put up deposit and switch requests 

through an agent or interact immediately with an 

auditor for transaction authorizations.  Moreover, 

users can get micro statements for all transactions 

thru both the auditor and the agent, so assuring 

transparency and traceability of activities. 

2. Agent Module: 

The agent functions as an intermediary to facilitate 

user transactions.  Upon checking in with a 

username and password, the agent acquires get entry 

to to view all deposit and transfer requests submitted 

by way of customers.  The agent is tasked with 

processing those requests and transmitting them via 

the device.  This module ensures that customers 

lacking direct get right of entry to to banking 

interfaces or the ones in want of assistance can 

although execute transactions securely and 

successfully. 

3. Auditor Module: 

The auditor functions as a compliance and security 

authority inside the system.  This module permits the 

auditor to study any financial deposit and switch 

requests initiated by using users or agents.  The 

auditor authenticates and submits legitimate 

requests to the bank for execution.  An important 

function of this module is to identify and eliminate 

any doubtful or fraudulent financial activities.  The 

auditor moreover observes human behavioral signs, 

including irregular transfer patterns or fund 

deficiencies, to bolster security and avoid financial 

fraud. 

4. Bank Admin Module: 

The bank administrator supervises the 

comprehensive management of the system 

infrastructure and person roles.  This module allows 

the administrator to supervise the server, guarantee 

data storage accessibility, and uphold system 

integrity.  The administrator can grant access to 

users, auditors, and marketers, ensuring that 

simplest authenticated individuals engage with the 

monetary machine.  The administrator evaluates and 

processes bank account requests by creating 

particular 11-digit account numbers.  The module 

enables the processing of economic deposit and 

transfer requests given by using the auditor or agent, 

incorporating behavioral analysis data to assist in 

identifying irregularities during these movements. 

4. RESULTS & DISCUSSION 

 

“Fig.2 User login” 

 

“Fig.3 Bank admin login” 
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“Fig.4 Admin menu” 

 

“Fig. 5 Agent Login” 

 

“Fig. 6 Auditor Login” 

 

“Fig. 7 Deposit and Transfer via Auditor” 

 

“Fig.8 Fraud detection” 

5. CONCLUSION 

In conclusion, the suggested system prioritizes the 

augmentation of security in banking transactions via 

the usage of blockchain era.  This distributed system 

functions with the aid of thorough verification and 

validation of records, therefore obviating the need 

for miners or tokens.  Eliminating these 

intermediates cultivates an obvious and efficient 

network, minimizing computing overhead and 

establishing a streamlined layout.  This considerably 

enhances the survivability and reliability of 

transactions, guaranteeing seamless and at ease 

operations.  Implementing blockchain technology 

for database distribution in monetary systems 

resolves significant issues about data integrity and 

security.  The decentralized function decreases the 

threat of centralized attack, and, therefore, the 

system flexibility as a whole increases.  Besides, the 

elimination of symbols ensures the interest direction 

to the integrity of the transaction rather than the 

outdoors effects and enhances the efficiency of the 

social architecture and contributes to performance.  

Bank packages require a safe and reliable structure 

that is based on tokenless blockchain.  Through this 

paradigm, security and transparency are organized 

and traditional transaction treatment methods 

arranged.  This diminishes the shortcomings of 

classic centralized systems, so that financial 

institutions could conduct tactile transactions with 
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added guarantees.  Consultative solution combines 

the blockchain technology and precise banking 

needs, and sets up a dependable and convenient 

framework for financial transactions.  That novel 

gathers the acting transactions and, at the same time, 

promotes improvement in safe and efficient 

economic structures.  This contributor is an example 

of considerable movement towards a more 

transparent and flexible economic ecosystem 

towards attacks. 

The future prospect indicated that the token-less 

blockchain-bank system offers great prospects of 

successes in the monetary generation.  It is able to 

introduce probability into the day-to-day based on 

the incorporation of the increasing technology 

including artificial intelligence and machine 

learning in the future analysis.  Explosing border 

bills, easy smart contracts for automation and 

regulatory compliance are priorities for 

development.  In addition, it will be necessary to 

broaden the gap from the conventional economic 

systems and rather prefer scalability, and 

performance improvement as use would be 

necessary as an escape.  Privacy enhancements such 

as 0-informed evidence might, in addition to 

viability, apply to the potentiality thus context of the 

Central Bank Digital Currency (CBDCS).  Finally, 

they can install the progression unit as a flexible, 

safe and clear answer to the changed needs of 

modern banking, which makes it easier to create a 

decentralized, efficient, and safe economic 

ecosystem. 
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