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Abstract— Elliptic Curve Cryptography (ECC) is a
widely used public-key cryptographic technique
that provides strong security with relatively smaller
key sizes than conventional algorithms such as
RSA. This paper presents the design, RTL
verification, and FPGA implementation of an
optimized ECC processor for efficient encryption
and decryption. The proposed architecture
incorporates modular arithmetic units for addition,
subtraction, multiplication, and inversion to support
elliptic-curve point operations and efficient scalar
multiplication. The design 1s developed using
Verilog HDL and functionally verified through RTL
simulation and waveform analysis in Xilinx Vivado.
The verified processor is implemented on a Zyng-
7000-based ZedBoard FPGA, where ECC
encryption and decryption operations are executed
on hardware. On-chip validation is performed using
Virtual Input/Output (VIO) and Integrated Logic
Analyzer (ILA) for hardware control and internal
signal monitoring. The implementation is evaluated
in terms of resource utilization, operating frequency,
latency, and power consumption, demonstrating the
practical feasibility of optimized ECC hardware.
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RTL Design, Scalar Multiplication, Verilog HDL,
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[.INTRODUCTION
Elliptic Curve Cryptography (ECC) is an important

public-key cryptographic technique that provides
strong security with comparatively smaller key
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sizes. ECC is based on the mathematical properties
of elliptic curves and primarily employs point

addition, point doubling, and scalar multiplication
operations. An elliptic curve over a finite field can
be represented in  simplified form @ as
y? = x3 + ax + b(modp), where (a) and (b) are
curve parameters. The fundamental ECC operation
is scalar multiplication, represented as (Q=kP),
where (P) denotes a base point, (k) represents the
scalar value, and (Q) is the resulting point. The
security of ECC relies on the computational
difficulty of the Elliptic Curve Discrete Logarithm
Problem (ECDLP) [6].
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Fig. 1.Elliptical curve

Compared with conventional public-key algorithms
such as RSA, ECC achieves comparable security
with significantly smaller key sizes. The reduced
key size can decrease memory requirements,
computational overhead, and hardware resource
utilization, making ECC.ECC provides the same
security as RSA but with much smaller key lengths.
As security needs increase, RSA keys must grow
exponentially to maintain protection, while ECC
keys grow linearly. This creates a widening
efficiency ratio, making ECC significantly faster
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and less resource-intensive for modern encryption
as shown in table 1.

TABLE 1: ECC and RSA Key Length

ECC Key RSA Key Length Approximate
Length (bits) (bits) Ratio
224 2048 1:9
256 3072 1:12
384 7680 1:20

Despite its security and key-size advantages, ECC
involves computationally intensive operations,
particularly scalar multiplication through repeated
point addition and doubling [11]-[13]. Efficient
implementation of modular arithmetic is therefore
essential for reducing execution overhead and
improving FPGA resource utilization [14]. This
work addresses these challenges through a
structured and optimized hardware architecture for
ECC processing.

The proposed Verilog-based ECC processor
integrates dedicated modular arithmetic and point-
operation units with FSM-based control for
coordinated  scalar  multiplication. =~ Unlike
simulation-only implementations, the design is
synthesized and experimentally validated on a
Zyng-7000-based ZedBoard FPGA using VIO and
ILA. The study reports hardware resource
utilization, operating frequency, latency, and power
consumption, providing practical implementation-
level evidence of the processor's efficiency and
suitability =~ for  resource-constrained  secure
embedded systems.

II. LITERATURE REVIEW

Elliptic Curve Cryptography (ECC) has been widely
studied for hardware security, with recent research
focusing on scalar multiplication, modular
arithmetic optimization, resource reduction, and
latency improvement.

Khalid Javeed et al. [1] proposed a compact scalar
multiplication architecture using unified GF(p)
arithmetic and the Montgomery Ladder, achieving
151 MHz frequency and 0.67 ms latency on a
Virtex-7 FPGA. N. S. Saju and S. K. N. [2]
developed a flexible Verilog-based ECC processor
using FSM control, although its flexibility increased
resource utilization. Other works have investigated
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optimized modular multiplication, inversion,
dedicated arithmetic units, and parallel architectures

[31-{5].

Despite these developments, limited work
simultaneously addresses arithmetic efficiency,
control optimization, FPGA resource utilization,
and comprehensive hardware-level verification.
Simulation alone cannot fully demonstrate actual
FPGA behavior, while limited internal signal
observation complicates hardware validation.

To address this gap, this work presents an optimized
RTL-based ECC processor implemented on a Zynq-
7000-based ZedBoard FPGA. Xilinx Vivado is used
for verification and implementation, while VIO and
ILA enable on-chip control and signal monitoring.
Resource utilization, frequency, latency, and power
are evaluated to provide a complete assessment
from RTL verification to practical FPGA execution.

I11. PROPOSED METHODOLOGY

The proposed ECC architecture is an optimized
Verilog HDL-based RTL design for FPGA
cryptographic processing. It performs scalar
multiplication using reusable modular addition,
subtraction, multiplication, and inversion units to
reduce hardware redundancy and computational
latency. An FSM coordinates data loading,
arithmetic operations, encryption/decryption, and
result generation. The design is developed and
verified in Xilinx Vivado and implemented on a
ZedBoard with the Zyng-7000 XC7Z020 device.
FPGA validation includes resource, timing,
frequency, power, and internal signal analysis using
ILA.

The processor accepts an elliptic-curve point PP and
scalar key k to generate Q=kP. Input registers store
the required operands, while the FSM controls
sequential scalar processing and arithmetic
execution. Each scalar bit is processed through point
doubling and conditional point addition using
modular arithmetic units. Intermediate coordinates
are stored in datapath registers and updated during
execution, with the final point transferred to output
registers and completion status asserted.

The figure 2 represents a hardware architecture
flowchart for Elliptic Curve Scalar Multiplication
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(ECSM) (specifically showing a typical top-down
hierarchy of point operation scheduling inside a
Scalar Processing Unit using underlying arithmetic
blocks).

[ Clock, Ideal, Start, Done ]

0,1 Only 1

Clock=1, Start = 1 the input
data is load to register

v v
( Point Double ][ Point Add J

Arithmetic Units
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Fig.2: Data Flow Architecture for Double-and-Add
Point Multiplication
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Fig 3: ECC-EAGML Encryption and Decryption
Workflow

The process begins with the generation of the
required elliptic-curve parameters and
cryptographic keys. The input plaintext is then
processed by the encryption stage using the
recipient’s public key to generate the corresponding
cipher text. The resulting encrypted data is
represented as a cipher text pair and can be
transmitted through a communication channel while
maintaining the confidentiality of the original
information. At the receiving end, the cipher text is
processed by the decryption stage using the
corresponding private key to recover the original
plaintext. The overall workflow consists of key
generation, plaintext encryption, cipher text
transmission, and plaintext recovery, providing a
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structured  foundation for the subsequent
implementation of the ECC-ElGamal algorithm.

ECC KEY GENERATION

Input: Elliptic curve parameters E (a, b, p)and
base pointG
Output: Public Key Qand Private Key d
y? = x3 + ax + b(modp)

ECC-ELGAMAL ENCRYPTION

Input: Plaintext message M, receiver public key Q
Output: Cipher text (Cy, C;)

ECC-ELGAMAL DECRYPTION

Input: Cipher text (Cy,C,) , private key d
Output: Original plaintext message M

The complete algorithm  ensures secure
communication, reduced computational complexity,
and efficient implementation for cryptographic
systems.

IV. FPGA IMPLEMENTATION OF THE PROPOSED
ECC

The proposed ECC-ElGamal processor is
developed using Verilog HDL and implemented on
an FPGA platform using Xilinx Vivado. The RTL
architecture integrates the ECC computational units
required for scalar multiplication and elliptic-curve
point operations. Functional verification is
performed through RTL simulation, while FPGA-
level operation is controlled and monitored using
the Virtual Input/output (VIO) and Integrated Logic
Analyzer (ILA) cores. VIO provides configurable
control and input signals, whereas ILA captures
internal processing signals, enabling real-time
observation and validation of the implemented ECC
operations.

The proposed ECC processor incorporates an
FSM-based control mechanism and dedicated
control/status registers to coordinate cryptographic
operations. The FSM manages the sequential
execution through IDLE, RUN, and DONE states,
while the registers provide organized storage for
input data, key information, ECC parameters, and
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control signals. The START and MODE signals
initiate and select the required operation, while
RESET and CLOCK ensure proper initialization
and synchronous operation. Status signals provide
completion information, enabling deterministic
control and reliable execution of the ECC
processing sequence.

Fig 4: FPGA Implementation
V. RESULTS AND DISCUSSION

The proposed ECC-ElGamal architecture is
developed and simulated using Verilog HDL to
verify its functional behavior for secure
communication applications. The simulation
environment incorporates FSM-based control and
the required arithmetic modules to validate the key-
generation, encryption, and decryption operations.
The obtained results are analyzed in terms of
functional correctness, processing behavior, FPGA
resource utilization, timing performance, and
hardware-level  verification. = These  results
demonstrate  the  practical  implementation
characteristics of the proposed architecture for
FPGA-based cryptographic applications.
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Fig 5: Simulation Results Key generation

The RTL simulation waveform shown in Fig. 4
demonstrates the functional operation and control
sequencing of the proposed ECC-ElGamal
architecture. The active-low rstarst n  signal
initializes the design, while clk provides the
synchronous timing reference.

Input data given to
design after encryption

Input data given to design
before encryption

Output data after decryption

Fig 6: Simulation Results For Encryption And
Decryption

The mode signal selects the encryption or
decryption operation, and the start signal initiates
ECC  processing. The input  registers
data indata\ in, private key\public key x, and
prime field\ field provide the required data and
cryptographic parameters. The resulting processed
value is observed at data outdata\ out. The
waveform confirms the expected control-signal
sequencing, input loading, and generation of the
corresponding cryptographic output during the
simulated operation.

A. FPGA Hardware Implementation and
Validation ILA & VIO-Based

The verified ECC-ElGamal RTL design was
synthesized and implemented on the target FPGA
platform using Xilinx Vivado. The generated
bitstream was programmed onto the FPGA board
for functional hardware validation. The required
cryptographic inputs and control signals were
applied through the configured hardware interface,
and the processing status and output activity were
observed using the onboard LEDs.
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In addition, the Integrated Logic Analyzer (ILA)
was integrated into the design to monitor selected
internal control and data signals during hardware
execution. The observed hardware behavior was
consistent with the expected RTL operation.

The implemented ECC-ElGamal design was further
validated using the Integrated Logic Analyzer (ILA)
available in Xilinx Vivado. The ILA was configured
to monitor the principal control and data signals
during hardware execution, including the clock,
reset, operation mode, start control, input data,
cryptographic parameters, and processed output.
The captured waveform provides cycle-level
visibility into the internal operation of the design
and enables verification of signal sequencing and
data processing under actual FPGA conditions. The
observed transitions and output response confirm
consistency between the RTL simulation and
hardware execution.
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[H] 4544_0000_0000_0000
©)0

[H) 20
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H) 00 [H) 6869_0000_0000_0000
Hj 00 M2
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Fig.7 Hardware Verification and Waveform Results
for the Encryption Process using VIO and ILA.

The cryptographic core was validated via hardware-
in-the-loop (HIL) testing inside Xilinx Vivado using
Virtual Input/output (VIO) and Integrated Logic
Analyzer (ILA) cores.

As 1illustrated in Fig. 7, the encryption engine
receives a 64-bit plaintext 6869 0000 0000 0000
via the vio_data in register and a 7-bit symmetric
key (sym_key =2D). Driving vio_start high initiates
processing, which completes successfully within 2
clock cycles (cycle count = 0002), producing the
cipher text 4544 0000 0000 0000 at data out.

Conversely, Fig. 8 displays the loopback decryption
phase.  Applying the captured ciphertext
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4544 0000 0000 0000 to vio data in under
identical system parameters yields the original
plaintext 6869 0000 0000 0000 at the data out
register. The real-time ILA waveforms confirm the
structural and mathematical correctness of both the
encryption and decryption pipelines under hardware
execution

Name Value Name Value
|10 - vio_reset 810
B0 |81
H) 05 H) 05
[H] 09
HIFB

H 09

HIFB

H) 2 H) 2

H] 4545_0000_0000_0000 ~ H) 4545_0000_0000_0000  ~

[H] 4545_0000_0000_0000 {H] 6868_0000_0000_0000

®11
sym_xey(7:0 H) 2D
busy B) 0

cycle_count{15:0]  [H] 0002 cycle_count(15:0]  [H] 0002

Hardware Verification and Waveform

Fig.8:
Results for the Decryption Process using VIO and
ILA.

B. FPGA Resource Utilization and Power
Analysis

The power characteristics of the implemented ECC-
ElGamal architecture were evaluated using the
Vivado power analysis report.. The obtained power
results provide an implementation-level assessment
of the energy requirements of the proposed ECC

architecture under the evaluated operating
conditions.
Time Signal event
023 ns | rst n=0, all outputs 0

Inputs loaded: priv=05, pub_x=09,

~25ns | p=FB, len=2, data_in=6869 ...,
mode=0
start pulses 1 clock; busy?1;
30 ns sym_key— 2D
+1 olk data_out =4500 _0000... ;

cycle count =1
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data out =4544 0000... ;

+2 clk | cycle count = 2; busy|0, done
pulses

75 1 mode—1, data_in =4544 ... (the
cipher), start pulses

TABLE 2: Step-by-Step, What Happens at Each
Instant

Design Runs X

Q =2 K > + %
Name Constraints ~ Status LuT FF BRAM Total Power
~ </ synth_1 (active) constrs_1 synth_design Complete! 341 144 0

 impl_1 constrs_1  write_bitstream Complete! 2429 3830 45 0.130
Out-of-Context Module Runs
« vio_0_synth_1  vio_0 synth_design Complete! 456 953 0
synth_design Complete! 1264 2027 45

+ ila_0_synth_1 ila_0

Fig.9, Resource Utilization

As shown in Fig. 9, the obtained resource utilization
provides a quantitative measure of the logic and
storage elements required for the implemented
architecture, while demonstrating a compact
hardware footprint for the evaluated ECC-ElGamal
design.

Accepted: 21-09-2026

Metric Base Paper | Optimization
Total: 0.185W
Total:
3.72W Static: 0.122W
Power .
Static:
0.49W Dynamic: 0.033W
Temp: 25.3°C
100 MHz
Frequency (Processor) 7.49 MHz
LUT gii?lzab%jlz Used: 341
93120 Available: 134600
FF Eiz(iifalla(l)é)'94 Used: 144
46560 Available: 269200

TABLE 3: Performance and Resource Ultilization
Comparison

This table compares hardware resource utilization
and power consumption. The optimized design
achieves massive efficiency gains over the base
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paper, reducing total power from 3.72W to 0.185W.
Furthermore, the hardware footprint is drastically
minimized, cutting LUT usage by 87% and FFs by
98%, despite a lower operating frequency of 7.49
MHz

C. Simulation vs Hardware

The design is verified because two independent
references:

1. RTL simulation,
2. Physical FPGA

produce identical, bit-exact values for the key, the
ciphertext, the recovered plaintext and the latency

RTL FPGA
Quantity simulation hardware
(Vivado/Icarus) (VIO/ILA)
sym_key 0x2D 0x2D
Cipher of 4544. .. 4544...
hi
Recovered “hi” “hi”
text
Cycle ) )
count

TABLE 4: Compression between Simulation Results
and Hardware Results

TABLE 4 summarizes the functional verification by
comparing RTL simulation with physical FPGA
hardware execution. Under both environments
using a symmetric key of 0x2D, the encryption and
decryption of the payload "hi" yielded identical
cipher texts (4544...) and successful recovery
within precisely two clock cycles, validating the
architectural consistency.

VI.  CONCLUSION

This paper presented the design, RTL verification,
and physical FPGA implementation of an optimized
Elliptic Curve Cryptography (ECC) processor
tailored for efficient encryption and decryption.
Developed using Verilog HDL and verified using
Xilinx Vivado, the architecture seamlessly
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accelerates underlying modular arithmetic and point
operations. Hardware-in-the-loop (HIL) validation
on a Zynq-7000-based ZedBoard FPGA—driven by
Virtual Input/output (VIO) and Integrated Logic
Analyzer (ILA) cores—confirmed zero-deviation
functional alignment between behavioral RTL
simulation and on-chip execution, completing the
entire cryptographic pipeline in precisely 2 clock
cycles.

Physical implementation results demonstrate
exceptional efficiency gains over the baseline
architecture. The optimized core operates at 7.49
MHz while achieving a 95.0% reduction in total
power consumption, drawing only 0.185 W
compared to the 3.72 W baseline. Furthermore, the
design achieves ultra-compact area optimization,
reducing lookup table (LUT) utilization by 87.8%
(down to 341) and flip-flop (FF) consumption by
98.5% (down to 144). These metrics validate that
the proposed high-security, ultra-low-power
processor is highly practical for resource-
constrained edge devices and embedded IoT
applications. Future research will explore scaling
the architecture to larger prime fields and
integrating side-channel attack countermeasures.
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