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Abstract : Phishing attacks have become one of the most
critical and rapidly growing threats in cybersecurity. With in-
creasing dependence on online services such as banking, e-
commerce, and communication, attackers exploit user trust by
creating deceptive websites that mimic legitimate platforms.
These phishing sites aim to steal sensitive information such as
usernames, passwords, and financial details .Traditional detec-
tion methods like blacklist-based systems fail to identify newly
created phishing URLs. To overcome these limitations, this paper
proposes a machine learning-based phishing URL detection
system using structural and lexical features. The system employs
a Random Forest classifier to achieve high accuracy and real-
time detection capability. Experimental results demonstrate
strong performance in terms of accuracy, precision, recall, and
F1-score. The proposed system is efficient, scalable, and suitable
for real-world cybersecurity applications.

L INTRODUCTION

The rapid growth of internet technologies has trans-
formed the way individuals and organizations interact, com-
municate, and conduct business. Online services such as bank-
ing, e-commerce, social networking, and cloud computing
have become an integral part of daily life. However, this in-
creased reliance on digital platforms has also led to a signifi-
cant rise in cyber threats, among which phishing attacks are
one of the most prevalent and dangerous. Phishing is a form of
cybercrime in which attackers attempt to deceive users into
revealing sensitive information by impersonating legitimate
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entities through fraudulent websites, emails, or messages.

Phishing attacks typically involve the creation of fake
websites that closely resemble trusted platforms such as bank-
ing portals, payment gateways, and social media sites. These
websites are designed with high precision, often replicating
the visual appearance, logos, and structure of legitimate web-
sites, making it difficult for users to distinguish between genu-
ine and malicious sites. Attackers distribute phishing links
through various channels, including emails, SMS messages,
and social media platforms, increasing the likelihood of user
interaction. Once users enter their credentials or sensitive data,
the information is captured and exploited for malicious pur-
poses such as financial fraud, identity theft, or unauthorized
access.

The impact of phishing attacks has grown significantly
over the years, both in terms of frequency and sophistication.
Modern phishing techniques have evolved beyond simple
deceptive URLs to include advanced strategies such as URL
obfuscation, domain spoofing, and the use of HTTPS to create
a false sense of security. The presence of HTTPS, which was
traditionally considered a sign of a secure website, is now
frequently used by attackers to gain user trust. As a result,
users can no longer rely solely on visual cues or basic indica-
tors to determine the authenticity of a website.
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blacklist-based systems and heuristic-based methods. Black-
list-based systems maintain a database of known phishing
URLs and block access to them. While these systems are ef-
fective against previously identified threats, they fail to detect
newly created or zero-day phishing websites. Since phishing
sites are often short-lived and continuously changing, main-
taining an up-to-date blacklist is a challenging task. There is
always a delay between the discovery of a phishing site and its
inclusion in the blacklist, during which users remain vulnera-
ble.

Heuristic-based methods attempt to identify phishing websites
by analyzing specific characteristics or patterns, such as unu-
sual URL structures, presence of suspicious keywords, or
abnormal domain behavior. Although these methods provide
some level of detection for unknown attacks, they are limited
by predefined rules and lack adaptability. Attackers can easily
bypass these rules by modifying their techniques, making
heuristic approaches less reliable in the long term.

To overcome the limitations of traditional methods, Machine
Learning (ML) has emerged as a promising solution for phish-
ing detection. Machine learning algorithms are capable of
learning patterns from large datasets and making predictions
based on previously unseen data. By analyzing features ex-
tracted from URLs, ML models can identify subtle differences
between legitimate and phishing websites that may not be
casily detectable by human users or rule-based systems.

In this research, a Machine Learning-based approach is
proposed for detecting phishing URLs using structural and
lexical features. The system focuses on analyzing the URL
itself rather than relying on external data sources such as
webpage content or third-party services. This approach offers
several advantages, including faster processing, reduced de-
pendency on external factors, and improved scalability. The
features considered in this study include URL length, number
of dots, presence of special characters, use of HTTPS, number
of subdomains, and occurrence of suspicious keywords. These
features are selected based on common characteristics ob-
served in phishing URLs.

Among various machine learning algorithms, the Ran-
dom Forest classifier is chosen for this study due to its robust-
ness and high performance in classification tasks. Random
Forest is an ensemble learning technique that combines multi-
ple decision trees to improve accuracy and reduce overfitting.
It is particularly effective in handling structured data and pro-
vides insights into feature importance, making it suitable for
phishing detection applications.

The proposed system is designed to operate in real-time,
allowing users to input a URL and receive an instant predic-
tion indicating whether the URL is phishing or legitimate. To
achieve this, the machine learning model is integrated with a
backend API developed using Fast API, and a simple frontend
interface is provided for user interaction. This end-to-end
system demonstrates the practical applicability of machine
learning in enhancing cybersecurity measures.

The significance of this research lies in its ability to provide
an efficient and scalable solution for phishing detection. By
leveraging machine learning techniques, the system can adapt
to evolving phishing strategies and improve detection accura-
cy over time. Additionally, the lightweight nature of the pro-
posed approach makes it suitable for deployment in various
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and enterprise security systems.

Despite its advantages, the proposed system has certain
limitations. It primarily relies on URL-based features and does
not analyze the content of web pages or user behavior. As a
result, highly sophisticated phishing attacks that closely mimic
legitimate URLs may not always be detected. Furthermore,
the effectiveness of the model depends on the quality and
diversity of the training dataset. Continuous updates and re-
training are necessary to maintain optimal performance.

In conclusion, phishing remains a critical challenge in
the field of cybersecurity, requiring advanced and adaptive
solutions. Machine learning offers a powerful approach to
address this challenge by enabling automated and intelligent
detection of malicious URLs. The proposed system demon-
strates the potential of ML-based techniques in improving
online security and protecting users from phishing attacks.
Future research can explore the integration of additional fea-
tures, such as webpage content analysis and deep learning
models, to further enhance detection capabilities.

II. LITERATURE REVIEW

The rapid increase in phishing attacks over the past
decade has led to extensive research in the field of phishing
detection. Various approaches have been proposed by re-
searchers, ranging from traditional blacklist-based systems to
advanced machine learning and deep learning techniques. This
section reviews the existing work related to phishing detection,
highlighting their methodologies, strengths, and limitations.

One of the earliest approaches to phishing detection is the
use of blacklist-based systems. These systems maintain a
database of known phishing URLs and block access when a
match is found. Popular implementations such as Google Safe
Browsing and Phish Tank rely on continuously updated black-
lists to identify malicious websites. While this approach is
simple and efficient, it suffers from a major drawback: it can-
not detect newly generated or zero-day phishing attacks. As
phishing websites are often short-lived and dynamically creat-
ed, there is always a delay in updating the blacklist, making
users vulnerable during that time window. Researchers have
consistently pointed out that blacklist-based detection alone is
insufficient for comprehensive protection against phishing
attacks.
To address the limitations of blacklist methods, heuristic-
based approaches were introduced. These techniques analyze
specific characteristics of URLs and web pages to identify
suspicious patterns. Features such as URL length, presence of
special characters (e.g., '@', '-"), number of subdomains, and
use of misleading domain names are commonly used in heu-
ristic detection. Some studies proposed frameworks that ana-
lyze lexical features of URLs to detect phishing attempts.
Although heuristic methods can detect some unknown phish-
ing websites, they rely heavily on predefined rules, which
makes them less adaptable to evolving attack strategies. At-
tackers can easily modify their techniques to bypass these
rules, reducing the effectiveness of heuristic systems over time.

With advancements in data-driven techniques, machine

learning-based approaches have gained significant attention in
phishing detection. These methods involve training models on
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The models learn patterns and relationships between extracted
features and the classification labels. Research has shown that
machine learning algorithms can effectively identify malicious
websites by analyzing URL-based features. These approaches
outperform traditional blacklist and heuristic methods in de-
tecting previously unseen phishing attacks.

Several machine learning algorithms have been explored in
this domain, including Logistic Regression, Decision Trees,
Support Vector Machines, and Random Forest. Each algo-
rithm has its own advantages and limitations. Logistic Regres-
sion provides a simple baseline model but may not capture
complex patterns in data. Decision Trees offer interpretability
but are prone to overfitting. Support Vector Machines are
effective in high-dimensional spaces but require careful pa-
rameter tuning. Among these, Random Forest has emerged as
one of the most reliable algorithms due to its ensemble nature,
which combines multiple decision trees to improve accuracy
and reduce overfitting.

Research studies have also highlighted the importance of
URL structure in phishing detection. Attackers often manipu-
late URLs using techniques such as encoding, excessive sub-
domains, and misleading domain names to deceive users. This
emphasizes the need for robust feature extraction methods that
can capture these patterns effectively. Another approach fo-
cuses specifically on URL-based detection systems. These
systems analyze only the URL without accessing webpage
content or external data sources. Studies have shown that such
approaches can achieve high accuracy while maintaining low
computational cost. This is particularly beneficial for real-time
applications, as it reduces processing time and improves sys-
tem efficiency.

In addition to traditional machine learning techniques,
deep learning approaches have also been explored for phish-
ing detection. Neural networks, including Convolutional Neu-
ral Networks and Recurrent Neural Networks, are capable of
learning complex patterns from data. These models can
achieve very high accuracy; however, they require large da-
tasets and significant computational resources. This makes
them less suitable for lightweight systems and real-time appli-
cations. Hybrid approaches that combine multiple techniques
have also been proposed to improve detection performance.
For example, some systems integrate blacklist databases with
machine learning models to enhance accuracy and reduce false
positives. Others combine heuristic rules with machine learn-
ing algorithms to improve feature representation. While these
hybrid systems show improved performance, they often in-
crease system complexity and require additional maintenance.

Despite the progress made in phishing detection re-
search, several challenges remain. One of the key challenges
is the detection of zero-day phishing attacks, which are newly
created and not present in existing datasets. Another challenge
is adapting detection systems to evolving attack techniques.
Attackers continuously develop new methods to bypass detec-
tion mechanisms, such as using URL shortening services,
homograph attacks, and HTTPS-based phishing websites.

Furthermore, many existing systems rely on external
data sources, such as webpage content, DNS records, or third-
party APIs. While these features can improve accuracy, they
also introduce latency and dependency on external services,
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fore, there is a need for lightweight and efficient systems that
can operate using only URL-based features. Based on the
literature review, it is evident that machine learning provides a
promising solution for phishing detection. Among various
approaches, URL-based feature analysis combined with en-
semble learning techniques offers a good balance between
accuracy, efficiency, and scalability. This forms the founda-
tion for the proposed system.In conclusion, traditional meth-
ods such as blacklist and heuristic approaches are limited in
their ability to detect modern phishing attacks. Machine learn-
ing techniques, particularly ensemble models, provide a more
effective and adaptable solution. However, continuous im-
provement and updates are necessary to keep up with evolving
cybersecurity threats.

IIT EXISTING SYSTEM

Phishing detection has been an active area of research
and development for many years, leading to the creation of
several existing systems aimed at identifying and preventing
phishing attacks. These systems primarily rely on traditional
techniques such as blacklist-based detection, heuristic analysis,
and basic rule-based mechanisms. While these approaches
have contributed significantly to improving cybersecurity,
they still face several limitations in handling modern and so-
phisticated phishing attacks.

One of the most commonly used existing systems is the
blacklist-based detection approach. In this method, a database
of known phishing URLs is maintained and continuously
updated. When a user attempts to access a website, the URL is
compared against this database. If a match is found, the sys-
tem blocks access and warns the user. This approach is widely
implemented in browsers and security tools because of its
simplicity and speed. However, it is only effective against
previously identified phishing websites. Since new phishing
URLs are constantly being generated, blacklist systems fail to
detect zero-day attacks. There is always a delay between the
creation of a phishing site and its addition to the blacklist,
leaving users vulnerable during that period.

Another existing approach is heuristic-based detection.
This method analyzes the characteristics of a URL or webpage
to identify suspicious patterns. For example, features such as
long URLs, excessive use of special characters, multiple sub-
domains, and the presence of misleading keywords like “login”
or “verify” are considered indicators of phishing. While heu-
ristic methods can detect some unknown phishing websites,
they depend on predefined rules and patterns. As attackers
continuously evolve their techniques, these static rules be-
come less effective. Moreover, heuristic systems may generate
false positives, incorrectly classifying legitimate websites as
phishing. Some systems also use content-based detection,
where the actual webpage content is analyzed to determine its
authenticity. These systems examine elements such as HTML
structure, images, scripts, and forms to identify similarities
with known phishing websites. Although content-based ap-
proaches can improve detection accuracy, they require more
processing time and computational resources. Additionally,
they depend on network access to retrieve webpage data,
which may introduce latency and reduce system efficiency in
real-time applications.
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widely used as existing solutions. Modern web browsers in-
clude built-in phishing protection features that warn users
when they attempt to visit suspicious websites. These systems
typically combine blacklist databases with heuristic checks to
provide basic protection. While useful, they are not foolproof
and can sometimes fail to detect newly created or well-
designed phishing websites.

Another limitation of existing systems is their lack of adapta-
bility. Most traditional approaches do not learn from new data
or improve over time. They rely on fixed rules or manually
updated databases, making them less effective against evolv-
ing phishing techniques. Attackers often exploit this limitation
by creating URLs that bypass detection rules, such as using
URL shortening services, homograph attacks, or slight varia-
tions of legitimate domain names.

Furthermore, many existing systems require user awareness
and manual judgment. Users are often expected to identify
suspicious URLs or heed warning messages. However, not all
users have sufficient knowledge of cybersecurity practices,
and many tend to ignore warnings, increasing the risk of fall-
ing victim to phishing attacks.

Overall, while existing systems provide a basic level of pro-
tection against phishing attacks, they are not sufficient to
address the growing complexity and frequency of modern
cyber threats. Their reliance on static rules, inability to detect
zero-day attacks, and lack of adaptability highlight the need
for more intelligent and automated solutions. These limita-
tions have motivated the development of advanced approaches,
particularly those based on machine learning, which can learn
patterns from data and detect both known and unknown phish-
ing URLs more effectively.

IV OBJECTIVES

The primary objective of this research is to design and

develop an efficient and reliable system for detecting phishing
URLs using machine learning techniques. With the increasing
number of cyber threats and the growing dependence on
online platforms, there is a strong need for intelligent systems
that can automatically identify malicious websites and protect
users from potential attacks.
The main goal of the proposed system is to accurately classify
a given URL as either phishing or legitimate by analyzing its
structural and lexical features. Unlike traditional methods that
rely on static rules or predefined databases, this system aims
to use a data-driven approach that can learn patterns from past
data and adapt to new and evolving phishing techniques.

A key objective of this work is to extract meaningful
features from URLs that can effectively represent the charac-
teristics of phishing websites. These features include URL
length, number of dots, presence of special characters, use of
HTTPS, number of subdomains, and occurrence of suspicious
keywords. By transforming raw URLs into structured feature
vectors, the system enables machine learning models to per-
form accurate classification. Another important objective is to
implement and evaluate a suitable machine learning algorithm
for phishing detection. In this research, the Random Forest
classifier is selected due to its robustness, high accuracy, and
ability to handle complex relationships between features. The
system aims to achieve high performance in terms of accuracy,
precision, recall, and F1 score, ensuring reliable detection of
phishing URLs while minimizing false positives and false

The proposed system also focuses on real-time detection

capability. It is designed to process user input quickly and
provide instant predictions, making it practical for real-world
applications. This is achieved by using lightweight feature
extraction techniques and an efficient machine learning model
that does not require extensive computational resources In
addition to accuracy and performance, usability is another key
objective of this system. A simple and user-friendly interface
is developed to allow users to easily input URLs and receive
clear results. The system is designed to be accessible to both
technical and non-technical users, ensuring wider adoption
and usability.
Scalability is also considered as an important objective. The
system is designed in a modular manner, allowing it to be
extended with additional features or integrated into larger
cybersecurity frameworks. It can be deployed as a web appli-
cation, browser extension, or integrated into enterprise-level
security systems.

Finally, the system aims to provide a foundation for fu-
ture research and development in phishing detection. It can be
further enhanced by incorporating additional features such as
webpage content analysis, deep learning models, and real-time
threat intelligence data. This ensures that the system remains
adaptable to emerging threats and evolving attack strategies.
In summary, the objectives of this research are focused on
developing

V.METHODOLOGY

The methodology adopted in this research focuses on
developing an efficient and reliable phishing URL detection
system using machine learning techniques. The process fol-
lows a structured pipeline that includes data collection, pre-
processing, feature extraction, model development, evaluation,
and deployment. Each stage is carefully designed to ensure
accuracy, scalability, and real-time performance of the system.

The first step in the methodology is data collection. A
dataset containing both legitimate and phishing URLs is re-
quired to train the machine learning model. The dataset is
gathered from publicly available sources such as phishing
repositories and open datasets. These datasets include labeled
URLs, where each entry is classified as either phishing or
legitimate. The quality and diversity of the dataset play a cru-
cial role in determining the performance of the model..

|Feature Name ||Description ||Type |
URL Length ;1;1(;‘[% Rnlljmber of characters in Numerical
|Number of Dots ||Count of “.” in the URL ||Numerical|
Presence of @ ii?gfsgistglfther @ symbol Binary
Presence of - Hy- Checks if “-” is present in URL||Binary

phen (-)

HTTPS Usage

Indicates if URL uses secure
protocol (HTTPS)

Count of subdomains in the
URL

Binary

Number of Sub-

domains Numerical
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Table 1: Extracted URL Features and Description

The core component of the methodology is features extraction.
In this stage, meaningful attributes are derived from the URLs
to represent their characteristics in a structured format. Instead
of analyzing webpage content, the system focuses on URL-
based features, which makes the process faster and more effi-
cient. Several important features are extracted, including URL
length, number of dots, presence of special characters such as
'@' and '-', usage of HTTPS protocol, number of subdomains,
and occurrence of suspicious keywords like “login,” “secure,”
“verify,” and “bank.” These features are selected based on
common patterns observed in phishing URLs. The extracted
features are then converted into numerical values, forming a
feature vector that can be used for machine learning.

After feature extraction, the dataset is divided into training
and testing sets. Typically, a large portion of the data is used
for training the model, while a smaller portion is reserved for
testing. This split allows the model to learn patterns from the
training data and then evaluate its performance on unseen data.
Proper data splitting is essential to avoid overfitting and to
ensure that the model generalizes well to new inputs.

The next stage involves model selection and training.
Various machine learning algorithms can be used for classifi-
cation tasks, but in this research, the Random Forest classifier
is chosen due to its robustness and high accuracy. Random
Forest is an ensemble learning technique that builds multiple
decision trees and combines their predictions to produce a
final result. This approach reduces overfitting and improves
overall performance. During training, the model learns the
relationship between the extracted features and the corre-
sponding labels, enabling it to classify new URLs effectively.

Following the training phase, the model is evaluated
using standard performance metrics. These metrics include
accuracy, precision, recall, and F1 score. Accuracy measures
the overall correctness of the model, while precision and recall
evaluate its performance in identifying phishing URLs. The
F1 score provides a balance between precision and recall.
These metrics help in assessing the effectiveness of the model
and identifying areas for improvement. A well-performing
model should achieve high accuracy while maintaining a bal-
ance between false positives and false negatives.

To further enhance performance, model optimization
techniques may be applied. These include tuning hyperparam-
eters, improving feature selection, and increasing dataset size.
Optimization helps in refining the model and achieving better
results. It also ensures that the model performs consistently
across different datasets and scenarios. Once the model is
trained and evaluated, it is deployed for real-time usage. The
trained model is saved and integrated into a backend system
de veloped using Fast API. This backend serves as an inter-
face between the user and the machine learning model. When
a user inputs a URL, the system processes the request, extracts
features, and uses the model to generate a prediction. The
result is then returned to the user in a simple and understanda-
ble format.
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veloped. The frontend allows users to input URLs and view
results instantly. This integration of frontend, backend, and
machine learning components creates a complete end-to-end
system capable of real-time phishing detection.

The overall workflow of the methodology can be sum-

marized as follows: a user enters a URL, the system extracts
relevant features, the trained model analyzes these features,
and the final prediction is displayed. This streamlined process
ensures fast and accurate detection of phishing URLs. One of
the key advantages of this methodology is its efficiency. By
focusing only on URL-based features, the system avoids the
need for complex webpage analysis, reducing processing time
and computational cost. Additionally, the use of machine
learning allows the system to adapt to new patterns and im-
prove over time.
However, the methodology also has certain limitations. Since
it relies only on URL features, it may not detect highly sophis-
ticated phishing attacks that closely mimic legitimate URLs.
Furthermore, the performance of the system depends on the
quality of the dataset and the selected features. Regular up-
dates and retraining are necessary to maintain effectiveness.

In conclusion, the methodology provides a systematic
approach to developing a phishing detection system using
machine learning. It combines data processing, feature engi-
neering, model training, and system integration to create an
efficient and scalable solution. This approach demonstrates
the practical application of machine learning in cybersecurity
and provides a strong foundation for further enhancements.

Performance Metrics of Phishing URL Detection Model
1.0 M Accuracy
1.0 0.96

0.94

0.9 F 5
0.8
0.7
0.6

M Precision M Recall M F1 Score

0.92 0.93

1

Score

0.4
0.3
0.2

Accuracy Precision Recall F1 Score

Evaluation Metrics

Figure 1: Performance Metrics Of Phishing URL Detector
Model

VI. SYSTEM ARCHITECTURE

The system architecture of the proposed phishing URL detec-
tion system is designed to provide an efficient, scalable, and
real-time solution for identifying malicious URLSs. It follows a
modular and layered approach, ensuring that each component
performs a specific function while maintaining smooth com-
munication with other components. The architecture integrates
frontend interaction, backend processing, and machine learn-
ing prediction into a unified system.

At a high level, the system consists of three main layers: the
user interface layer, the application layer, and the machine
learning layer. These layers work together to process user
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separation of responsibilities across these layers improves
system maintainability, scalability, and performance.

The first layer is the user interface layer, also known as
the presentation layer. This layer is responsible for interacting
with the user. It provides a simple and intuitive interface
where users can input a URL and request analysis. The inter-
face is designed to be user-friendly so that even non-technical
users can easily use the system. Once the user enters a URL
and submits the request, the frontend sends this data to the
backend through an API call. The response received from the
backend is then displayed clearly, indicating whether the URL
is phishing or legitimate along with a confidence level.

The second layer is the application layer, which acts as the
core processing unit of the system. This layer is implemented
using a backend framework and is responsible for handling all
incoming requests from the frontend. When a request is re-
ceived, the backend performs several operations, including
input validation, feature extraction, and communication with
the machine learning model. The backend ensures that the
input URL is properly formatted and valid before proceeding
with further processing. This helps in preventing errors and
improving system reliability. Within the application layer, the
feature extraction module plays a crucial role. It converts the
raw URL into a structured format that can be understood by
the machine learning model. Various features are extracted
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The interaction between these layers follows a well-
defined workflow. When a user submits a URL, the frontend
sends a request to the backend API. The backend processes
the request, extracts features, and forwards them to the ma-

from the URL, such as its length, number of dots, presence of chine learning model. The model then evaluates the features

special characters, usage of HTTPS, and occurrence of suspi-
cious keywords. These features are transformed into numeri-
cal values and combined into a feature vector. This transfor-
mation is essential because machine learning models require
numerical input for processing.

The third layer is the machine learning layer, which is
responsible for classification. This layer contains the trained
Random Forest model that has learned patterns from labeled
data. When the feature vector is passed to the model, it ana-
lyzes the input based on previously learned patterns and gen-
erates a prediction. The output is typically a classification
label indicating whether the URL is phishing or legitimate,
along with a confidence score that reflects the certainty of the
prediction.
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and returns a prediction. The backend formats this result and
sends it back to the frontend, where it is displayed to the user.
This entire process is designed to be fast and efficient, ena-
bling real-time detection

One of the key design considerations in the system
architecture is performance. Since the system is intended for
real-time use, it must respond quickly to user requests. By
focusing on URL-based feature extraction instead of analyzing
full webpage content, the system significantly reduces pro-
cessing time. Additionally, the use of an efficient machine
learning model ensures that predictions are generated with
minimal delay. Another important aspect of the architecture is
scalability. The modular design allows the system to handle
multiple requests simultaneously and can be extended to sup-
port additional features or functionalities. For example, the
system can be integrated with browser extensions, email filter-
ing systems, or enterprise security tools. The backend can also
be deployed on cloud platforms to support a larger number of
users.

Security is also considered in the architectural design.

Input validation mechanisms are implemented to ensure that
only valid URLSs are processed. This prevents potential misuse
of the system and enhances its reliability. Additionally, the
system avoids storing sensitive user data, ensuring privacy and
security.
The architecture also supports maintainability and future en-
hancements. Since each module is independent, updates can
be made to individual components without affecting the entire
system. For instance, the machine learning model can be re-
trained with new data and replaced without modifying the
frontend or backend logic. Similarly, additional features can
be incorporated into the feature extraction module to improve
detection accuracy.
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tations. The system primarily relies on URL-based features
and does not analyze webpage content or user behavior. As a
result, it may not detect highly sophisticated phishing attacks
that closely resemble legitimate URLs. However, this limita-
tion can be addressed in future work by integrating additional
analysis techniques. In summary, the system architecture pro-
vides a well-structured and efficient framework for phishing
URL detection. It integrates user interaction, backend pro-
cessing, and machine learning prediction into a cohesive sys-
tem. The modular design ensures scalability, maintainability,
and real-time performance, making it suitable for practical
deployment in various cybersecurity applications.

VII. RESULTS AND DISCUSSIONS

The results obtained from the implementation of the
proposed phishing URL detection system demonstrate the
effectiveness of using machine learning techniques for identi-
fying malicious URLs. This section presents a detailed analy-
sis of the model’s performance, evaluation metrics, and obser-
vations derived from experimental testing. The discussion also
highlights the strengths and limitations of the system based on
the obtained results.

The model was trained and tested using a dataset con-
taining both legitimate and phishing URLs. The dataset was
divided into training and testing sets to ensure proper evalua-
tion. The training data was used to build the model, while the
testing data was used to evaluate its performance on unseen
inputs. This approach helps in assessing how well the model
generalizes to new data.

To evaluate the performance of the system, several
standard metrics were used, including accuracy, precision,
recall, and F1 score. These metrics provide a comprehensive
understanding of the model’s effectiveness in detecting phish-
ing URLs. Accuracy measures the overall correctness of the
model, indicating the percentage of correctly classified URLs.
Precision reflects the proportion of correctly identified phish-
ing URLs out of all URLs predicted as phishing. Recall
measures the ability of the model to identify actual phishing
URLs, while the F1 score provides a balance between preci-
sion and recall. The experimental results indicate that the
model achieves a high level of accuracy, demonstrating its
ability to correctly classify most URLs. The precision value is
also high, which means that the system produces fewer false
positives, reducing the chances of legitimate websites being
incorrectly flagged as phishing. Similarly, the recall value is
strong, indicating that the model successfully identifies a large
proportion of phishing URLs. The balanced F1 score further
confirms the reliability of the model in handling both phishing
and legitimate classifications effectively.

A key tool used in evaluating the model is the confusion
matrix. The confusion matrix provides a detailed breakdown
of the model’s predictions by categorizing them into true posi-
tives, true negatives, false positives, and false negatives. True
positives represent phishing URLs correctly identified by the
system, while true negatives represent legitimate URLs cor-
rectly classified. False positives occur when legitimate URLs
are incorrectly marked as phishing, and false negatives occur
when phishing URLs are misclassified as legitimate. An ideal
model aims to maximize true positives and true negatives
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confusion matrix analysis shows that the system performs well
in distinguishing between phishing and legitimate URLs. The
number of correctly classified instances is significantly higher
than the number of misclassifications. This indicates that the
selected features and the Random Forest model are effective
in capturing patterns associated with phishing URLs.

Another important aspect of the results is the response
time of the system. Since the model relies only on URL-based
features, the processing time is relatively low. The system is
able to generate predictions almost instantly after receiving
user input. This makes it suitable for real-time applications
where quick decision-making is essential. The lightweight
nature of the model ensures that it can be deployed in envi-
ronments with limited computational resources.

The graphical representation of performance metrics further
illustrates the effectiveness of the model. The comparison of
accuracy, precision, recall, and F1 score shows that all metrics
are consistently high, indicating stable and reliable perfor-
mance. The close values of precision and recall suggest that
the model maintains a good balance between detecting phish-
ing URLs and avoiding false alarms.

In addition to quantitative evaluation, qualitative analysis was
also performed using sample URLs. The system was tested
with various types of URLs, including simple legitimate web-
sites, clearly suspicious URLs, and more complex cases that
closely resemble real websites. The model successfully identi-
fied most phishing URLs, even when they included subtle
variations designed to deceive users. This demonstrates the
robustness of the feature extraction process and the effective-
ness of the machine learning model.

When compared to traditional methods such as black-
list-based and heuristic approaches, the proposed system
shows significant improvement in detection capability. Unlike
blacklist systems, which can only detect known phishing
URLSs, the machine learning model is capable of identifying
new and previously unseen phishing attempts. Similarly, un-
like heuristic methods that rely on fixed rules, the model
adapts to patterns learned from data, making it more flexible
and accurate.

However, the results also reveal certain limitations. In

some cases, highly sophisticated phishing URLs that closely
mimic legitimate domains may not be detected accurately.
This is primarily due to the reliance on URL-based features
alone. Additionally, the performance of the model depends on
the quality and diversity of the training dataset. If the dataset
does not include a wide range of phishing patterns, the model
may struggle to generalize effectively.
Another limitation is the possibility of false positives, where
legitimate URLs are incorrectly classified as phishing. Alt-
hough the number of such cases is relatively low, it can still
affect user trust in the system. Continuous improvement
through dataset expansion and feature enhancement can help
reduce these errors.

Despite these limitations, the overall performance of
the system is highly satisfactory. The model achieves a strong
balance between accuracy and efficiency, making it suitable
for practical deployment. The ability to detect phishing URLs
in real-time without relying on external data sources is a sig-
nificant advantage.
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chine learning-based approach is effective in detecting phish-
ing URLs. The use of structured feature extraction and a ro-
bust classification algorithm enable the system to achieve high
accuracy and reliable performance. The discussion highlights
both the strengths and limitations of the system, providing
insights for future improvements and enhancements.

VIII CONCLUSION

This paper presented a machine learning-based ap-
proach for detecting phishing URLs using structural and lexi-
cal features. The proposed system leverages the Random For-
est algorithm to effectively classify URLs as phishing or legit-
imate, achieving high accuracy and reliable performance. By
focusing solely on URL-based features, the system ensures
fast processing and reduced computational overhead, making
it suitable for real-time applications.

The experimental results demonstrate that the model
performs well across key evaluation metrics such as accuracy,
precision, recall, and Fl-score, indicating its robustness in
identifying both known and previously unseen phishing at-
tacks. Compared to traditional methods like blacklist and
heuristic-based approaches, the proposed system offers im-
proved adaptability and scalability.

Although the system shows strong performance,
it has certain limitations, particularly in detecting highly so-
phisticated phishing URLs that closely mimic legitimate do-
mains. Future work can focus on enhancing the model by
incorporating additional features such as webpage content
analysis, deep learning techniques, and real-time threat intelli-
gence.

In conclusion, the proposed machine learning-based
phishing detection system provides an effective, efficient, and
scalable solution for improving cybersecurity and protecting
users from evolving phishing threats.
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